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1 INTRODUCTION

“Abrites VAG Commander” is a Windows PC based diagnostic software for the vehicles from
VAG. With the help of this tool you can perform operations with vehicles from the VAG group,
which are in most cases unsupported from the producer diagnostic testers. The “Abrites VAG
Commander” provides you also a full diagnostic capabilities for VAG-vehicles.

2 INSTALLATION

Your set consists of one interface (USB to OBDII) and one USB dongle.

2.1 Installing USB dongle drivers

ATTENTION: Installation of the USB Dongle drivers are required only for customers which buy
their interface before December, 2007. If you buy your tool after that date please skip this section

Until December 2007 all interfaces are equipped with dongles, which require drivers. Starting from
December, 2007 the USB dongle is recognized automatically by Windows 2000/XP/Vista as a HID
device, so installation of a driver for it is not needed. But, if the dongle doesn’t appear in the device
manager, please proceed with the driver installation as described below.

Latest dongle drivers are also available on the Internet at:
www.vag-commander.com/download/Dongle_Driver_USB/Dongle_Driver USB.rar

Unpack to a preferred location and give that location when asked for a driver. Or right-click on the
.INF file and press “Install”.



& Dongle Driver_USB
File Edit View Faveorites- Teools Help 1."

@Bad{ i > | ?‘ ‘;'Seard'l " Folders v

(3 C:\VAG_K+CAN_Commander\Dongle_Driver_USE v | & so

Address

iwush_x64

SEMmM file

After installation of the driver will be displayed:

-
\]:_) INF file ‘TWUSE.INF' was inctalled successfully!

Press “OK”".

ATTENTION: There might be a problem if the dongle is configured to request a driver (i.e. the
interface is shipped before December, 2007). The manufacturer of the dongle doesn't provide
device driver for Windows Vista 64 for the moment, i.e. the Windows Vista doesn't recognize the
dongle.

Fortunately, the dongle may run in HID mode (i.e. without a driver), but the dongle should be
reconfigured. Since the Windows Vista doesn't recognize the dongle for the moment, this should
be made on another computer (not running Windows Vista).

Please, follow the following steps to reconfigure the dongle:

- Put the dongle on a computer with operating system other than Windows Vista 64.

- Run the dongle reconfiguration tool from:
http://www.vag-commander.com/download/Utilities/DongleToHID.exe

-> Now the dongle will be recognized from Windows Vista and will be displayed in the device
manager.




2.2 Installing USB Interface drivers

You will be prompted to install the USB Interface driver automatically when starting the ABRITES
VAG Commander installation.

You can also download and install the driver manually. The latest USB driver is available on:

Windows Vista / Vista x64 /| XP / XP x64 / 2000 / Server 2003 / Server 2003 x64:
www.vag-commander.com/download/Interface Driver USB/CDM 2 02 06.exe

Windows 98 / ME:
www.vag-commander.com/download/Interface Driver USB/Interface Driver USB 98.zip

Unpack and run the applied executable. When driver is installed something like this will be
displayed:

e CADDCUME -~ TVADMINI- T\LOCALS~ T\Tempickz_GSTO\DPInst_Monx86.exe

32-hit 05 detected
"CasDOCUME™1~ADMINI "1~ LOCALS ™1~ Tempsckz_GSTOSDPInstx86 .exe"
Inztalling driver

FIDI CDM Drdiver Installation process completed.

Prezz enter.

Now you can connect your USB dongle and USB interface to your PC. Wait a few seconds until
Windows notifies you that the new hardware is ready for use.

2.3 Installing “ABRITES VAG Commander”

The “ABRITES VAG Commander” is contained into the installation package, so please run the
setup program. It will create a program group in the start menu and optionally a desktop icon.

The “ABRITES VAG Commander” program group contains the following icons:

Uninstall “ABRITES VAG Commander” — Uninstall Tool

- “ABRITES VAG Check” — tool for auto-diagnostic of the USB dongle/interface with
possibility to generate dump file with the results, which can be reviewed from the producer.

- “ABRITES VAG Commander” — the “ABRITES VAG Commander” diagnostic tool

- “ABRITES VAG Update Request” — tool for requesting latest software update from the
producer with possibility to check for a newer version.

Now you are ready to start the program "ABRITES VAG Commander"
During startup a splash screen appears —



NOTE: If on the splash screen a text “Interface fou  nd” is written, this means your
dongle/interface are recognized OK and the tool sho  uld work normally. If “ Interface NOT
found " is written, or nothing is written, please go to t he “Troubleshooting” section.

After the splash screen is removed the main application screen is displayed. Please, note that
displaying the main screen doesn’t mean the dongle/interface is recognized OK.
The main screen looks like this:
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ATTENTION:
Make sure you are running the  “ABRITES VAG Commander” from its folder. If you are
using a shortcut to the “ABRITES VAG Commander” , please be sure that the “working




folder” parameter is set to the folder where the ex  ecutable is placed! If the “working
folder” of the shortcut is not set the K-Line may f unction incorrectly.



3 DiagNosTiIc WiTH “ABRITES VAG COMMANDER”

The “ABRITES VAG Commander” consists basically of two parts:

— Standard diagnostic functions like reading/clearing trouble codes, device identification,
adaptation, measured values, etc.

— Special functions like odometer correction, reading login (PIN), reading EEPROM, etc.

All devices, which can be installed into the cars are listed in the main screen of the “ABRITES
VAG Commander” with their VAS-Number. If you want to connect to some device please double
click on it. The “ABRITES VAG Commander” will try to connect to the device using consecutively
the following protocols:

- KWP2000 over TP2.0 with baud 5000KB/s (CAN)

- KWP2000 over TP1.6 with baud 5000KB/s (CAN)

- UDS over ISO transport protocol (CAN)

- KWP1281 or KWP2000 over K-Line (the protocol is recognized automatically from the

wake-up pattern).

You can choose which of these protocols to try when attempting to connect as described in the
“Configuration” section.

3.1 Configuration

The “ABRITES VAG Commander” can be configured by pressing the “Options” button from the
main screen. The following dialog is displayed:

options x|

Select the protocols to be used for 5_e|ect the order in wh_iu:h

establishment of a diagnostic zezzion different baud rates will be used

with an electronic control Select COM wihen tving to start diagnostic
— unit; port; ————————— zegzsion by K-Line:

¥ CaM TR 2D W sutodetect &+ 10472 % 9500

 CANTP1E ID - £ 9E00 % 10472
K.-Line Kw/P2000/Kw F1281 g ————————

I~ uDs W Enable CAM log
¥ Enable K-Line log

NOTE: changes regarding interface detection and tim  ing parameters which you made in
this dialog will be applied after restarting the ap plication.

3.1.1 Used protocols

The meaning of the check-boxes is as follows:



- CAN TP2.0 — when trying to connect to the device the commander will try to connect to it
using “KWP2000 over TP2.0 with baud 500KB/s”
- CAN TP1.6 — when trying to connect to the device the commander will try to connect to it
using “KWP2000 over TP1.6 with baud 500KB/s”
- UDS - when trying to connect to the device the commander will try to connect to it using
“UDS over ISO transport protocol” with baud 500KB/s
- K-Line KWP2000/KWP1281 - when trying to connect to the device the commander will try
to connect to it using “KWP1281 or KWP2000 over K-Line”
NOTE: These check-boxes are used for configuring only the used protocols when trying to
connect to the device in order to perform standard diagnostic requests, they are not applied when
auto-scanning devices.

3.1.2 Interface detection

Normally the “ABRITES VAG Commander” USB Interface is recognized automatically, but there is
an option to set it manually. So if you have troubles as described in the “Troubleshooting” section
you can try to set the port used by the “ABRITES VAG Commander” manually. This can be done
as follows:
- Open the “Device manager” and check as which COM port the USB interface is recognized
- Uncheck the “Automatic” check-box and set the port in the respective field.

3.1.3 K-Line baud rate settings

When trying to connect to the device over K-Line the commander will try to connect to it using one
baud rate and if it doesn't succeed it will switch to another baud rate and try again. There are two
baud rate values currently used — 10427 and 9600. Using the “10472 \ 9600" and “9600 \ 10247
radio-buttons within the options dialog one can set the order in which these two baud rate values
will be used.

If “10472\ 9600" is selected, then first the commander will try to connect to the device over K-Line
using baud rate 10472 and if it doesn't succeed, it will switch to 9600 and try again with it. If “9600
\ 10472" is selected, then first the commander will try to connect to the device using baud rate
9600 and if it doesn't succeed it will switch to 10472 and try again with it.

ATTENTION: Some device working on baud 9600 cannot be waked up if they are first tried on
baud 10472, so if you cannot connect to device through the K-Line, try to change the options so
first to try on 9600.

3.1.4 Timing parameters

The protocols running under K-Line require very precise byte timing. Since Windows is not a real-
time operating system, these times are not always respected, so it is possible that the
communication with some devices is unstable, or it is not possible to connect. In such cases you
can try to change some of the times timing parameters from the “Advanced” button.
The timing parameters have the following meaning:
- Wakeup echo delay — time after slow init between receiving “55 xx yy” and sending the
inverted value of “yy” (according the K-Line wakeup procedure)
- Communication echo delay — time between reception of a byte under KWP1281 and
sending it inverted back to the device



- Inter byte time — time between sending two bytes under KWP2000
- Time between messages — time delay between reception of response from device and
sending new request to it.

3.1.5 Logging parameters

It is possible to log the whole CAN/K-Line communication when a problem with some device is
occurred. This is possible by checking the “Enable CAN Log” or “Enable K-Line Log” check-boxes
from the options dialog. Please note that they are active by default. The log-files are binary files
which are placed in the “Trace” sub-folder of the ABRITES VAG Commander. Per each start of the
ABRITES VAG Commander one file is created, and it contains the date/time when it is created in
its filename.

NOTE: Please pay attention that enabling logging may significant decrease the PC performance
since writing big data block on the hard drive may consumes more time on slower machines. So if
your PC is slower, please use the log function only when a problem have to be reported.

3.2 Scanning units

After startup on the main screen of the “ABRITES VAG Commander” a list of all possible units with
their VAS-Number is displayed.
The customer is able to connect to the listed devices by double-clicking on the desired device.

Instead of displaying all possible units you can choose a configuration of devices corresponding to
specific car model (chassis type). This is done by selecting the type (e.g. “1T - VW Touran") from
the “Chassis type” combo-box. Then pressing the “Display button” will show all devices which can
be installed into this car type.

Pressing the “Scan all” button will attempt to connect to each device currently displayed in the list.
Depending on the configuration options only the selected protocols will be used when scanning for
the devices.

For all devices, which the “ABRITES VAG Commander” finds, a detailed information is displayed
in the main screen. For each device the following information is shown:

- VAS Number

- Unit name

- VAG Number - returned by device in the device identification

- Description - returned by device in the device identification

- Caoding - returned by device in the device identification

- Part/ Imp / Supp N (Part number / Importer number / Supplier number) — information is

shown separated with spaces, also returned from the device in the device identification
- DTC — number of DTCs stored in the unit

Instead of scanning all units (which can take a while) the user retrieves the list of the installed
devices from the gateway by pressing the “Gateway config list” button.



Since clearing of the DTCs for all existing devices is one of the main diagnostic operations, and
broadcast requests for clearing DTCs are not accepted from all units, there is a possibility to scan
all devices and if connection to the device is possible, then its DTCs are cleared. This is made by
pressing the “Clear all DTCs” button from the “Auto scan devices” panel. Once again, the
protocols used to connect to the devices are specified in the configuration options.

3.3 Broadcast requests

Broadcast requests are these requests which are sent to all or a group of devices simultaneously.
The “ABRITES VAG Commander” is able to send broadcast requests to all devices with request to
enter into a desired transport mode, to clear all DTCs in all devices, to disable/enable the
communication of all devices. This is done by pressing the corresponding button from the “CAN
Broadcast” panel.

Available functions are:

[Transport Mode]
Entering into or leaving the vehicle from Transport Mode that is used by the factory to put the cars

into a "sleep" to conserve battery charge during long periods of inactivity.

[Disable Normal Communication]
This function will disable all communication between units in the car. This can help you to hold

current state of the car and to prevent disturbing of communication while re-flashing.

[Enable Normal Communication]
Restore normal message transmission.

[Clear All DTC’s]
Sending requests to all units in vehicle to erase its DTCs,

3.4 Standard diagnostic requests

When double-clicking on the desired device in the main “ABRITES VAG Commander” window, you
connect to the device to proceed standard diagnostic requests. The following dialog is opened:



x
| frr20 [R [T

--- electronic control unit identification ---

================ Dewice N: 1 s===============
4FO0910401L “- VWAG numbher

PROGERAMMARLE

Program status 00, data status Z0

Coding :1177Z

Part number : 0

Twporteur 's nuwber 0

Supplier number : 0O

System descripticon @ 3.0L W&TDI GOOOAG

—Diagnostic regquests

-
Clesar |
¥ Read Freeze frame

Identification H Read DTCs ” Security Access H Baszic settings ‘
| v ¢ Diagnostic session Watite log
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This dialog provides you the possibility to execute the following diagnostic requests:

3.4.1 Identification

“Identification” will provide you the VAG part number and software coding.
1

—-—— electronic control unit identification ---

================ Device N: 1 ================
4F0210401L <- TWAG mamber

PROGERAMMAELE

Program statws 00, data status zZ0

Coding 11772

Part rmamber : 0O

Twporteur 's mamber -0

Sapplier rawber @ 0O

Bystem description : 2.0L W&TDI GOOOAG

3.4.2 Software and Hardware version of the unit

“SW/HW version” displays (if the service is supported by the corresponding controller) the SW and
HW version of the unit (including all slave units of the master unit).

==== SW/HW wersion

BW wersion of moduale 1 : Fz. 5.9

B wersion of module E : DE. 5.9

BW wersion of module 3 : Mz 5.9

8 wersion of module 4 : A4.7 . 6a

SW wersion of module 5 - XPQ3LE W15 0Z

Hardware number : 1E0907951




3.4.3 Extended Unit Identification

“Extended identification / VIN” displays programming data, flash status, programming attempts,
flash date, VIN number.

‘Dart serial number = Z1001034

Supplier identification M TE74035

Production date H le.10.03

Changes from supplier : as

Nunmber of walidation status : 1001

Current supplier's nunber M SDEF

—-——- Flash

Programming succefull - ready for driving.

Programwming attempts :© 0O

Succesful prograwming attempts 0O

Status of conditions for programming @ 0

Flash-Tool code: 0x000000000000 Flash date: Z3.05.03




3.4.4 Read Diagnostic Trouble Codes

“Read DTCs” will display all present errors in master and slave units.
Displayed errors can be together with freeze frame data (this depends on the checkbox “Read Freeze
frame”)

Status :© Permanent error AI

120328 Accelerator Position Sensor (G79): Signal too Low
Status : Permanent error

12804 Control Circuit for Controller for Turbocharger 1 (J7E4): Electrical Malfunction
Status :© Sporadic error
mechanical error

192804 Comtrol Circuit for Controller for Turbocharger 1 (J7E4): Electrical Malfunction
Status :© Permanent error
lower limit exceeded

3.4.5 Clear Diagnostic Trouble Codes
“Clear DTCs” will clear all stored DTCs inside of the unit.

3.4.6 Measured values

“Measured values” provide you a possibility to check measured values in different groups.
You can enter manual number of the group or use “+"/"-“ to increment or decrement the group
number.

Measured Values

Fower Supply R

=

]

% Scan all
“oltage (Terrminal 30) 13 B0 %
Yaoltage Status 10
Terminal 15 Status | Terminal 15 01
S-Contact Status activated

The button “Scan all” will generate a file with all measurement values from all groups.



3.4.7 Security Access
“Security Access” gives you the possibility to perform security authorization on different levels.

Security Access il

—Secutiy access parameters

i+ Standard Twpe

i~ Lser defined I

security AccessiLogin)

Security Access(CS) |2332| 91c

alue(DEC) } alue(HE)

Security Accessiystam)

3.4.7.1 Standard Security Access

This type of security access can be:
“Security Access (Login)” — usually used in immobilizer systems
“Security Access (Component Security)” — usually used during adaptation of different
units/parts
“Security Access (System Specific)” — security access different from the previous two and
different from authorization for programming session.



3.4.7.2 User defined Security Access

You need to clarify the type of the security access and then by using the buttons “Request
SEED"/"Send KEY” authorization can be performed.

Security Access il

Secutiy access parameters

" Standard Twpe

+ Lser defined |1

Feguest SEED |1 1

alue(DEC) } alue(HE)

Feturn KEY

SEED: 01 aafeak




3.4.8 Adaptation

“Adaptation” will open for you a separate window where you can check adaptation values.
You need to enter the number of the channel where adaptation will be performed and then press
the button “Test". If the specified value is accepted by the unit — press the button “Save”.

Adaptation N _Jﬂ

Channel: 50
Adaptation CHANMNEL

—
]

Perzonal Idemificaﬁon Rumber? (P1K)

‘ Enter

‘ Scanall |

Stored walue ; i32|3|}|j

Testvalue !2335 Tost
M e wvalue : ‘2335 | T |

The button “Scan all” will generate a file with all channels and adapted values.



3.4.9 Coding of the unit

“Coding” will open for you a separate window where you can change the coding value of the

master and all slave units. In the example below only the master unit supports coding. Slave units

1 and 2 are without coding.

x|

| Yalue

NI Device | Coding type

01 4rF0-910-273-D Short up o 23 bits
ng — Mot supported
03 — Mot supported

13121

Mew coding value:

Set
[T Setcoding type manually
& 12 hit coding
20 kit coding
€ Long coding  Bytes: |0
Coding data read. Exit

3.4.10 Basic settings

“Basic settings” will expect from you to enter a number of the group and to press the button “ON”

or “OFF”".



3.4.11 Actuator test

Available are two types of tests: “Selective” and “Sequential”.

In the selective test you have the possibility to enter a test code manually or to select it from a list

box. When a test is selected, you just need to press “Start”.

Choosetest ——— oelective testmode | Start |
&+ Selective test " Enter output code Testcode
" Sequential test & Select output | | Coiroe] =5 |

EMD of selective output test,

Felay for Harn j

Terminal 58

Bulb for Dastirne Bunning Light, Left

R

3.4.12 Reset of the unit

“Reset” will request from the unit a SW reset. Not all electronic control units support this service.
Please note, that it is not available in all diagnostic sessions.



3.4.13 Custom requests

Using this function the user can send manually diagnostic requests to the corresponding unit.
The example below shows a request for identification of an Instrument Cluster ECU.

Custom requests il

— Reque=st

— Trace li=t

T=: 00 02 14 9B

R=: 00 30 S& 9B 34 46 30 39 31 30 39 33 30 41 20 20 30 36 33 30 03 20 3E
12 01 SB 38 DE 2B &7 4B 4F 4D 42 49 49 4E 53 G4 52 2ZE 20 4D 37 33 20
43 31 36

3.4.14 Program VIN

“Program VIN” requests the stored in the device VIN and tries to change it. Not all electronic
control units support this service. Please note, that it is not available in all diagnostic sessions.
Urgent point for this diagnostic service is that most of electronic control units updating its internal
memory when ignition is turned off and current diagnostic session is closed. Examples are engine
control units BOSCH EDC16.

3.4.15 Custom download/upload

“Custom download/upload” allows direct reading from the address map of the device. This option
will be available only if you have some updates in your configuration like e.g. “Reading/writing the
flash counters”.

Take into account that in most cases a security authorization is required before you try to
read/write into the address map.

3.4.16 Component security

This special function allows managing of brand new units (and immobilizer units) where is allowed
programming of PIN, SKC, BGW, MAC. Functions are under CAN-TP2.0.




3.4.17 Active diagnostic session

Default diagnostic session established after connection to the unit is “89”. User can request
entering in a different diagnostic session where is allowed performing of diagnostic activities
unavailable in standard session “89".

Take into account that in most cases different diagnostic sessions require security authorization.

Disagnostic session
2




3.5 Special Functions

Special functions are some specific for electronic control units application, which will allow you
change of odometer, reading security access codes, read/program EEPROM / flash content and
SO on.

Special functions are available from the main dialog of the application.

— Special functions

Function I | [ Open

Instrument CAN
EZ58-Kessvy CAN
Instrument K-Line

Engine Control Unit
Fes=syv adaptation

The appropriate special function is opened by selecting it in the list box and double-clicking on it,
or by pressing the “Open” button.

3.5.1 Special functions with “instrument CAN”

When this function is opened, the “ABRITES VAG Commander” tries to establish diagnostic
session with the Instrument / cluster using KWP2000 over TP2.0.

VA G-K+CAN COMMANDER 5.0

# | Unic name VAG Nuoher | Description | coding | Parc/Tepssupp W | Pror. | DIc |-
oo
01 Engine Control Unic-Hascar

02 | Txemsxd sEon Instrument cluster / Immobilizer special functions i x|
D3  ABRS e

0d 2teering ingle E
0F EZS-Hessy/Entry And Sea. .. ~ Ddameter — Readfwiile memany

05 EBent nenory passenger

07 Control hamd I Read cunant odomeater value I

Readfwfitz EEPRIOM
08 Climatronic/iutoc HEAC -

09 Central Electie 15345 Cument odometer valus Fiead BOM/FLASH
0a li

0B Air heaving 34T L R ead: it Fbhs

oc
0D Slide door left | Change odometer | | Casshorn Rieadiibe the memarny area

OF Madia player 1
OF Digital radio
1o Park/stesr assistc Immicbiizes ["-'u"FE]

31 egine 11 0 SECURITY ACCESS CODE Read Security Acces: Code
ucch

L3 Auto Distonce Ilegulator

l4  Suspend electromics Readw/nte IMMO data

LS  Adirbag

L& Steering wheel

L7 Im=trument Cluster Vahicle madel - ]

iy &
. - depends cluster 1D b
Chassis bype: IGmsrﬂl - Ml uritz E [z :|
Engine Control Umat il"""'"l""']

Kassy adaptation I;] I Exil

— CAN Bioadeast
Tomodelevel o [Enter| | Clear DICs || Dissble commuriicabon | Ensble communication |

Available functions are:



Reading current odometer value

Change of odometer

Read/Program memory of instrument cluster immobilizer
Reading security access code of the IMMOBILIZER
Read/Write immobilizer related data

Please, take into account that provided security access code from this application is
IMMOBILIZER related and it will not be accepted from the instrument cluster!

This application can be used with the following models:
VW Golf5, VW Caddy, VW Touaran, VW EOS, VW Individual, Skoda Octavia I, Skoda Scout,
Seat Leon, Seat Altea, Seat Toledo, Audi A3, Audi A6, Audi A8, Audi Q7, Audi Allroad.

With Audi A6, Audi A8, Audi Q7, Audi Allroad the function for reading current odometer value
is not available. You need directly to enter new value and to press button change odometer.
After a minute you will be asked for the currently displayed value and the odometer will be
changed.

ATTENTION:

Please take care that some instrument clusters from Audi A3 and Audi A8 are with
blocked access to these special functions. This can be recognized if after reading of
current odometer value is displayed unreal value. T o restore instrument cluster to
normal behavior need to be removed for one minute f  use of instrument cluster (for
example on Audi A8 can be used fuse number 5). Reas  on for blocking of security
access is usage of bad diagnostic tools in the past

ATTENTION:

“ABRITES VAG Commander” is designed to calculate od ometer values in “KM” units.
Please, take this into account especially when usin g dump tool or when VAG
Commander asks you about displayed value of instrum ent cluster (Audi Q7, Audi A6,
Audi Allroad).



For some of the vehicles you can read and program immobilizer related data inside of
immobilizer and engine control unit. This can be done by pressing the button “Read/Write

Immo data”.

The following screen will be displayed:

Read Write Immobilizer data
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Sernial number |R-"'-.-'-.-"Z.'-"ZEIEEEE|2233

MAL | fhdald7a

Status |2nnufefafe

L onfiguration i_ﬂ 0o0E220111

FIN |2335

— Transponder identificators

iW"-IGZZZ1 TE4wi092233

x|
AW092
T O
i
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|

¥ Update durnp

KeylD1 |83257067

K.enlDb |

KeylD2 |e812db67 KeylDE |
1
KeylD3 KewlD7 |

FeylDa |

KeylDd [

Program datain ECLL - EDC1E £ MED Sx

Restare IPCAmmabilizer to VIR G IN_ ztate

Pressing the button “Read” will read immobilizer related data. Pressing the button “Write” will
program data from the HEX screen if the “Update dump” checkbox is NOT selected, or from
parsed data area if the above checkbox is selected.

Same data can be programmed in the EEPROM of the engine control unit.
From this dialog also is available function to reset immobilizer in virgin (delivery) condition
where is allowed adaptation of this immobilizer to engine control unit.

3.5.2 Special functions with “EZS Kessy CAN”

When this function is opened, the “ABRITES VAG Commander” tries to establish a diagnostic
session with the “EZS-Kessy / Entry And Start Authorization” using KWP2000 over TP2.0.




YAG-K+CAN COMMANDER. 5.0 w = I |_

# IUnit name I‘EFAG Maumbher IDescription Coding Part /ITmp/Supp N| Prot. IDTC

I

aa
01 Engine Control Tnit-Master

O2y¥Tansuis Son Instrument cluster / Immobilizer special functions

03 AES

04 Stceering Angle

0F EZ8-Fessy/Entry And Sta. . — Odometer — Fiead \write memany

0f Seat memory passenger

Fead current adarmeter valle | -
07  Control head | Read/w/iite EEPROM
02 Climatronic/siuto HVAC

Current odometer value Fead BOM/FLASH

03 Central Electic

1l

04
0B Air heating New odometer value Fead/in/iite Fh

ac

0 2lide door left |
O0E Media player 1
OF Digital radio
10 Park/steer assist Immobilizer [4/F5]
Ll || LSRG st SECURITY ACCESS CODE Fiead Security Access Code
1z Clutch

12 Auto Distance EReculator
14 BSuspend electronics Beadfsinte (FMD data
15 Airbag

16 Steering wheel

[Ehanoe adometer, |

Cuztom Feadw/rite the memany area

i

17 Instrument Cluster Vehicle model ;

ALt devi
¥l{u} s.can BYICES Beset cluster depends cluster ID v
Chassis type: j Disp

General - All units

Akl Drm = Adm = mb

x|

This special function is dedicated to reading the security code from the Kessy for Q7 and
A6 models.

In order to read the security access code several attempts will be needed, and after each
attempt you will be asked to turn the ignition OFF and ON.

3.5.3 Special functions with “instrument K-Line”
When this function is opened, the following dialog appears:



Instrument Cluster /Immobilizer (K}

x|

Choice IPE ppe: | Instrument Cluster [ YDOEEYDOBE Motometer | j
Inztrument Cluzter [ YDOBE Y DIDEE Motormeter | | Riead |
WS LT Immobilizer

EEEEE:EE g? ; “wihite immobilizer box Audi A4°86/48 ‘-! | irite |
Instrument Chazter dudisd BS with Board Computer [-1397)

HO000E00 A4 BYpovumert Clustsr Audi 44 B5 without Board Computer [-1397) e | Save taofile... |

N00006ED DE FU |nstument Cluster Audi 8 [-10.1996]

000006F0 00 O Instument Cluster Audi A8 [11 1996 a-a1 | Load from file. |

00000700 53 3]Instrument Cluster Audi 4B B45 [-1937) 8B .

nonon7io 3o s Instrument Cluster Magneti Mareli - Shadow 1 A5 | Read RO Flash |
Instrument Cluzter Magneti Marel - Shadow 2 [Fazzat]

ggggg;gg :3 g Imstrument Cluster Magreti Marel - Shadow 3 [TT) ifgé | Fiezet ECLI |
Ingtrument Cluzster Mangeti Marel - Direct

00000740 32 33| nstrument Cluster Sharand/Galasy up to pear 2000 Dzez | Witigivi [Fanton Mem] |

00000750 62 Adlnstrument Cluster Audi 44 BOSCH RB4 CRYPTO 2007+ Ll s A ]

00000760 10 1)lnstrument Cluster Y Golfd BOSCH RBx EL

noooo770 an 5flnstrument Cluster Audi A4 BOSCH REx T R

ooooo?so Lo 1]¥w Phaston/Touareg Bentley Continental, Porsche Cayenne e Lagiti i?.STI

QooooTen FLoo Instrument EIuster.&udl.ﬁiBP?EH FEBB EHYF’TD 2004+ e .

o0o0007A0 F1 95 8E 4C OE 23 95 05 33 33 33 06 06 06 00 00 ...L.#..333..... Adamatarn

ooooo7e0 00 11 10 10 10 00 57 41 55 5S4 54 53 34 42 38 34 ..., WATZZZ4ES4 i P

000007CO 4E 31 32 34 33 33 33 58 59 59 59 59 59 59 59 59 N1Z4333xYVTyYviy [5'3“3'3'3

ooooo7o 59 59 59 59 59 59 59 59 59 59 FF 00 DS 38 DS 39 ¥TVVVTYTCTTa .-

0O0007ED 1E 14 FBE OA FBE OA FE OA DS 43 09 05 0A BS6 03 9B ...evenns [

ooooovFo0 75 B3 68 04 00 00 42 19 04 03 01 EO 01 23 04 03 v h...B......

j_“ [ Skip neg. responzes

| Fieading address: DLOFRE | E it

From this dialog you need to choose the type of your instrument cluster / immobilizer and then
you can read/write EEPROM (change odometer, read PIN code and so on). Please note, that
only connection via K-Line will be made (KWP1281 or KWP2000) and this doesn’t depend on
the configuration options.

ATTENTION: All readen EEPROM dumps are stored in th e “Dumps” sub-folder of the
ABRITES VAG Commander so it is possible to restore the EEPROM in case of unwanted
changes.

For the most of instrument clusters is implemented automatic parsing of data from the
EEPROM (odometer/immobilizer).

For instrument clusters from Magneti Marelli please refer Appendix A.

If connection to Momometer instrument is not succeeded, please send the file “motometers.txt”

to “edilock@yahoo.com” and this instrument will be added to the database till three business
days. Latest database for Motometer instruments is available on
www.vagcommander.com/mmdata.bin

NOTE: Sometimes if you try to access the instrument cluster by selecting the wrong
type, the cluster may block and reject any future d iagnostic requests until it is reset

from the power supply by removing the fuse or disco nnecting from battery. For example
this always happens for the Bosch clusters, which w ill be blocked if accessed as
“Instrument cluster (VDO66, VDO86, Motometer)” type




NOTE: Please be very careful when selecting “Instru  ment Cluster Audi A4 BOSCH RB4
CRYPTO 2001+” and “Instrument Cluster Audi A4 BOSCH RBx” instruments. You will be
able to read the EEPROM of the instrument no matter  which of both types is selected,
but if you've chosen the wrong type and you try to make some changes, you can
damage it. You can recognize whether the righttyp e is selected by doing the following:

1. Choose “Instrument Cluster Audi A4 BOSCH RBXx”
2. Read the EEPROM

3. If the displayed odometer corresponds to the rea | value, and if the displayed login is
accepted, then the type is “Instrument Cluster Audi A4 BOSCH RBx”, otherwise it is
“Instrument Cluster Audi A4 BOSCH RB4 CRYPTO 2001+”

Take into account that most instrument clusters need a “Reset” after change of the odometer.
You can try to send a diagnostic request for reset of the cluster (button “Reset ECU"). If this
service is not supported you need to remove the fuse of the instrument cluster and to connect
it again.

NOTE: When reading the RB8 EEPROM the device is put  into service mode and “LO x-y” is
displayed. If by any reason the instrument leavesi  n this situation (e.g. if your laptop goes
off due flat battery, or you disconnect the interfa ce from the car, or the car battery is flat),
you need to read the RB8 instrument EEPROM, and cha nge the immobilizer status to 6.

3.5.3.1 Transferring keys from one RB8 instrumentt o another

Starting from V5.2 of the ABRITES VAG Commander it is possible to transfer the keys from one
instrument to another. After reading the RB8 EEPROM there are two additional buttons: “Read
keys” and “Write keys”.



Instrument Cluster, Immobilizer (K} ﬂ
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In order to transfer the keys you have first to read the EEPROM of the source instrument, and
when pressing “Read keys” they are saved into file. Then you have to go on the destination
instrument, read its EEPROM and pressing the “Write keys” button — then you will prompted
for the file where the source instrument keys were read. After selecting the key file you will be
asked what information to transfer:

Select key data to transfer x|

¥ Tiansfer leamed key [Ds
¥ Tiansfer leamed key count

¥ Transfer component protection data

¥ Transfer login

- “Transfer learned keys Ids” - this are the key fixed code identifiers. If they are not
transferred you have to perform key learning on the new dash

- “Transfer learned key count” - transfer the key count

- “Transfer component protection data” - this transfer the key variable code. Without this the
key is not recognized and cannot be learned. Please pay attention that in order to start the
engine you've also to adjust these component protection data in the ECU too.

- “Transfer login” - transfers the car login.



3.5.4 Special functions with “Engine Control Unit”

Special functions with ECU can be:
- Read/Write of flash memory
- Read/Write the flash counters
- Read/Write EEPROM
- Change odometer (EDC15)
- Extracting security code/PIN

- Immobilizer Enable/Disable (EDC15/ME7x)

Functions become available after pressing the button “ECU” from special functions of main

dialog:
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‘ 4

‘ Eit ‘

=
L}
=
=




NOTE: You need to clarify the type of Engine Contro | Unit in the car before proceeding! To
help you in this operation there is a button “ECU t ype help” which will ask you for the
model and engine and will give you the possible mod els of ECUs.

You can choose ECU type — VAG- EDC15x, VAG — ME7.1.1/7.5/7.8, Porsche 5.2/7.8

BOSCH VAG-EDC15x, VAG-ME7.1.1, VAG-ME7.1, VAG-ME7.5, VAG-Cartronic ME7.8,
EDC16U1, EDC16U3X/CP, etc. (Extracting security code, odometer correction, enable disable
immobilizer and so on)

Example is : 1.9 TDI — EDC15

Engine Control Unit - S5pecial Functions

Choice ECL type: ]VAG-EDC‘I B Ll Fead EERRD ‘
wite EEPROM |

ooooooon F1 FF FF OFF FF 15 31 33 358 34 2E 31 34 9B 00 CE ...... 1384.14... e

ooooo010 15 31 33 38 34 2E 31 34 64 00 FF FF FF FF FF FF .1384.143....... i Savetalile.. 1

Qoooo0zZ0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF L. oiiiii i vevans

Q0000030 FF FF ZF ZF FF FF FF FF FF FF FF FF C1 FF 64 00 ../ ciiivennnn J. Laad from file. . ‘

00000040 02 00 64 00 00 00 FO D& 00 00 00 00 00 00 8& 00 .. Jd......cecuann
oooooos0 02 00 eA 0O 00 04 F7 77 00 F7 77 00 84 87 FC 85 ..J....w..W.....
Q0000060 0Z 00 00 00 BE BF BC B3 00 B3 00 00 00 00 B4 BS cvvvennvnnnnnss
00000070 00 00 B3 OB 96 07 E3 CE 01 00 FF 00 00 00 00 00 .......ennennna

0O0O000&0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ueeeeveeneennns Odometer
00000090 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 D0 sveuusvrereennss g
000000&0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 weeeevernneeenns 123400 Ehangel
OOO000ED 00 00 00 00 00 00 00 00 00 00 00 00 00 00 FE FF euevenrrerennnns

000000CO FF FF FF FF FF FF FF 1D 00 00 FF FF 03 23 4C 80 -ueunnvnnrnnnn #L. - — \
0O0O0O00DO 80 00 01 28 02 00 00 00 81 00 27 4C 02 02 00 01 «uufewee.s i R

DOO0O0ED 2§ 02 00 00 00 OC F4 42 4C 08 08 00 01 28 FF 00 {...... BLE oo OFE |

Qo0o000F0 0000 3E 20 1D 4C 01 01 0001 28 03 00 00 00 12 ..>I.L....( .....
oooooLo0 59 16 44 01 01 00 01 23 01 00 00 05 30 8E FF FF YuDu..ofevenans
00000110 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF .............u0n
o0000LEZD0 FF FF FF FF FF 80 CA 3% ES B4 52 3D 96 F1 Az 06 ....... 9..F=.... e

oooo00L30 F1L 41 55 54 36 5S4 30 43 30 30 39 37 33 36 35 Do JAUZGZ0CO0S873635. i \

— Esit |




HINTS when reading/writing flash memories of ECUs (or changing flash counters):

1. In case of EDC15 the best advice is to remove fuse 11 to prevent disturbing of communication
from the instrument cluster

2. In case of ME7.x or ECUs from Porsche you can read the flash memory like reading of the
EEPROM - the only difference is that you need to uncheck the checkbox for automatic detection
of EEPROM and put the corresponding start address and length.

3. When flashing the device please always read and  save first the original flash!

4. When using EDC16 please notice that the flash wh  ich was read is saved automatically in
the “Flash” subfolder and can be used in case of an y failure to restore the flash.
ATTENTION: FILE IS CRYPTED!!! Don't use it directly  to write it! In case of failure during

the flashing the device should enter into a boot-lo ader mode which will allow to flash the
device (but not to read it). The flash can be then restored with the “Custom Read/Write”
function.

5. Please, stop all screen savers/power saving opt  ions and unused application during the
flashing! Please do not do anything else on your PC while flashing.

6. Please, take into account that the reading/writi  ng of the flash will take a long time
(especially when CAN connection is used) — as resul  t the battery may become flat.



3.5.5 Special function “Kessy adaptation”

The window “Kessy adaptation” can be used for adaptation of brand new kessy units to the car.
This adaptation can be by CAN TP2.0, K-KWP2000 and also can be used with Porsche Cayenne.
To perform this adaptation you need to know the security access code of the old immobilizer of the
car (WFS Security access code) and also the Component Security code of your new kessy unit.

Kessy Adaptation |

F.ezzy adaptation

‘4E|:|9|35352D 1834 GetlD C5 acc. code  'WFS acc. code Coding

. ~ 20bit :
|4342 |?IZIEB Adaptation |4328 g~

3.5.6 Special function “MMI-TV activation”

Using this special function you can change speed limit of MMI compatible vehicles
to change speed where TV becomes OFF.

Covered vehicles are:
Audi A3/S3
Audi A6/S6 (MMI up to July 2006)
Audi Allroad (MMI up to July 2006)
Audi A8/S8 (MMI up to July 2006)
Audi Allroad (MMI up to July 2006)
Audi A6/S6 (MMI starting from August 2006)
Audi Allroad (MMI starting from August 2006)
Audi A8/S8 (MMI starting from August 2006)

Audi Allroad (MMI starting from August 2006)

T¥ Activation x|

Speed Limit: | kmh
+ Ediian 1 " Editian 2




Use the following rule when enabling TV:

- if the car is before 2007 try with edition 1. In case you do not succeed wait with ignition ON
for more than 30 minutes and then try with edition 2.
If the car is after 2007 it is better to try at first with edition 2.

3.5.7 Special function “Custom memory access Downlo ad/Upload/ReadMemory”

The “Custom memory access Download/Upload/ReadMemory” functionality is available from the
“Special functions” list, but also it is available in the standard diagnostic dialog. The functionality is
the same on both places with that difference, that in the standard diagnostic dialog the user should
open the diagnostic connection, perform security access, enter into diagnostic session prior to
starting the custom read/write. When this functionality is opened from the “Special functions” list,
these actions are automated and performed from the “ABRITES VAG Commander”.

Using this application you can read/program memory in some electronic control unit. Requests
sent from this application can be related for the currently running session of for some of electronic
control units from the dialog.

You can use this application for many different purposes — investigations, read/program flash
memories (for example you can program by this dialog internal flash memory of EDC16).

In the example below we read a part of the flash of EDC16CP
x|

Choice ECU type:  EDCIBCP/EDCTIECF34 7

Head

NO00ODOLO 31 30 33 37 33 37 32 31 32 33 34 32 36 43 50 39 1037372123426CP9
NO0O00Z0 42 46 00 03 00 Ol 01 08 CO 26 08 44 30 00 01 0L BF....... &.70. ..
00000030 00 00 00 04 00 04 00 00 00 17 FF FF FADE CA FE vuvvnrnnnnnnn..
0O0000040 CA FE AF FE 00 03 FE 76 00 17 FF 74 00 00 01 08 ....... I
00000050 00 01 01 0& 31 00 01 01 00 00 00 04 00 41 01 00 «.vale.eea... i..
NO0OD0G0 00 41 49 53 Fi DE CA FE CA FE AF FE 00 00 00 00 .ATS............
NO000070 00 00 00 00 00 00 Ol 0F 00 01 01 08 32 00 01 01 vevevvnenn.. z..

0O0O00E0 00 00 00 04 00 1C 15 40 00 1C 19 26 FA DE CA FE ....... Bovudenns St Addess| 40000
00000030 CA FE AF FE 00 O0 00 00 00 00 00 00 00 00 0L 08 «eueeereneenenn.
NO0O000AD 00 01 Ol O& 14 72 OF 24 FF FF FF FF FF FF FF FF ..... Eufunrnnnnn Len. of req
000000ED FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF cvuvvernnnnnnn..
000O00OCO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF cvuvvnrnnennann. Total size 100
0O00000DD FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF cvnvvnennennann.
NO00ODOED FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF cvuvvernnnnnnn.. Step
0O00O00OFD] FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF cvuvvnennnnnann.

Sawve to file...

[ |
ooooooao MD 00 00 A% 00 30 E1 30 00 14 00 00 00 40 40 00 ....... R aaas [EE. | iite |
| |
| |

Load fram file...

— Connection

fa

s

Encryption

I

' Download/Upload
" Read/wiite mem

[hag zession
iLI _bl ’7 Session | g5
Reading .. [100%) | Exit |

In this dialog is needed to clarify the diagnostic session which you want to be entered before



start of read/program memory.
In the example above it is used session “86".
If you want to save currently running diagnostic session simply enter session “0”.

3.5.8 Special functions with “Airbag”
With this special function one can:

- Read/Write EEPROM memory of an airbag module

- Clear the crash data of an airbag module
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% Manual

 Automatic

x|

Read EEPROM

Wirite EEPROM

Save tafile...

Load from file...

‘ Clear crash data |

| E st

For some airbag models it is not enough to clear the trouble codes (using "Clear DTCs" diagnostic
request), but the crash data stored into device's EEPROM should also be cleared.

For some models (see "Covered units:" below) crash data can be automatically cleared (using
“Clear crash data” function) from device’s EEPROM, but for some models the user has to do this
by hand (read EEPROM memory (using “Read EEPROM” function), find where crash data is
stored, change data, write EEPROM memory back(using “Write EEPROM” function)).




Covered units:

1C0 909 605 C, 8L0 959 655 A, 1J0 909 609, 6Q0 909 605 C, 6Q0 909 605 A, 6Q0 909 605 B,
3B0 959 655 B, 1C0 909 605 F, 1C0 909 605 H, 1J0 909 607, 1J0 909 603, 4B0 959 655 C, 4B0
959 655 J,

4D0 959 655 C, 8L0 959 655 F,8A0 959 655 C, 8A0 959 655 K, 8A0 959 655 K, 4D0 959 655 H,
8D0 959 655 C, 8D0 959 655 L



3.5.9 Special function “Key learning”

Inside ever key there is a small chip called transponder. In the most cases this chip doesn'’t require
an external power supply but is supplied from the magnetic field, which induces electric current.
The immobilizer recognizes whether a proper key is used to start car exactly using the
transponder. With the evolution of the VAG cars the transponder type and the records inside it has
changed. In general there are five different types of immobilizers/transponders used. They are
called Immo I, Immo I, Immo Ill, Immo IV and Immo V. Systems from Immol till Immo Il require
simple that a transponder from the proper type is found inside the key, and they are able to learn
them.

Starting from Immo4 it is required that the transponder is from the proper type, but also has a
specific records inside it. Only transponder with such correct records can be learned. According to
the data inside there are following types of transponders:

-Tp22 — dedicated for use inside Seat vehicles;

- Tp23 — dedicated for use inside Volkswagen vehicles;

- Tp24 — dedicated for use inside Skoda vehicles;

- Tp25 — dedicated for use inside Audi vehicles (especially A3 and A4);

Such transponder can be used in all cars of the specific producer (e.g. Tp24 can be used for all
Skoda models);

The last immobilizer system used in VAG is the Immo V. It requires that the transponder is
programmed with specific code, and this code is dependent of the VIN number and is unique for
each car. Normally only the car producer can deliver such key and such key is called “dealer key”
(because only the dealer can supply it).

EDILOCK Ltd. can deliver modified transponders which are programmed with special data and
they have the abbreviations TA22, TA23, TA24 and TA25. Each of these TA2x transponders can
be transformed with the Tango programmer to the corresponding TP2x transponder which can be
then learned in the Immo IV systems, but also can be programmed with the Tango programmer for
use in Immo V system, i.e. they can also be used for producing dealer keys.

Normally there are several key-learning procedures which are applied depending on the car type
and year of production. You can check in the appendix section which car to which key-learning
procedure belongs.

3.5.9.1 Procedure 1 — Normal key learning procedure  — for vehicles from 1996 to 09/2006
year via K-line and CAN.

From Special functions - Key Learning choose vehicle model.



Key learning x|

Wehicle model | Audi 44246 -1997 [external immobilizer box K1 281) ﬂ
Seat Toledo [CAN -

Mew key count:
Skoda Octawvia | -2007 [CAN]

f g .| Skoda Octavia |l 2007+ [CAM]
Login/Secuity code:| oy e perh [kine diagnasic Kw/1281) [
Skoda Roaomster [k-line diagnosis Kw1281] —
Skoda Scout [CAM]
Skioda Fabia -1339 [external immobilizer bow FAw 28] i

1.1. Enter security access code and number of keys

1.2. Turn ignition ON (new or existing key)

1.3. Press button “Learn”

1.4. For some VW/Seat/Skoda vehicles it is possible to add new key without the remaining
key stop to work. You will be asked whether you want to use this feature. Please answer with
yes/no according your wishes.

1.5. Wait until adaptation finished is displayed

1.6. Remove key and turn ignition off with all remaining keys

You must use Keys or transponders — TP05, TP08, TP22, TP23 and TP24

Note: some of the new vehicles need to remain with ignition ON five minutes before starting of key
learning procedure (VW Golf5, Skoda Octavia Il, VW Touaran, Seat Toledo 2004+,...). Other
vehicles needs from 30 minutes with ignition ON until programming becomes allowed (Skoda
Fabia 2006+, Skoda Roomster 2006+, Skoda Superb 2007+, VW Polo 2006+, Seat Ibiza 2006+)



3.5.9.2 Procedure 2 — for CAN vehicles after 09/200 6 year — VW, SEAT, SKODA

For this type you will need a virgin key or transponder (TP22/TP23/TP24 depending on the type of
the car) as follows:

For SEAT you must use Virgin key or Transponder — TP22,
For VW you must use Virgin key or Transponder — TP23
For SKODA you must use Virgin key or Transponder — TP24

You need to choose from Special functions — Key learning — VW, Seat, Skoda - 2007 (CAN)
X

Yehicle model, eat, Skoda -2007 [CAN)

Mew key count; (0
LogindSecurty code: |0

"f'ou can reach login code using special functions of ‘instrumentAimmobilizer' - main panel. Another way to ﬂ
reach login code is to extract it from the ECU - special function 'Enagine Contral Ui,

| Make TP2x from AB 2
Learn

ATTEMTIOMN: *'au can praduce TP2% ransponder fram the caresponding AB2x transponder Liging waur
Tango programmer and pressing the button “Make TP28 from AB2x"

Procedure 2:

Wi A5 eat/Skoda after 09/2006

For SEAT pou must uze YWirgin key or Transponder TR22

For W you must uze Virgin key or Tranzponder TP23

For SKODA vou must use Yirgin key or Transponder TR24

2 1. Enter secunity access code and number of keys

22 Turn ignition OM [new or existing key)

2.3. Press button "Leamn"

24 For zome YW Seat/Skoda vehicles it iz pozsible to add new key without the remaining key stop o work.
"r'ou will be asked whether you want to use this feature. Please answer with yes/no according vour wishes if
prompted.

2.5, \wait until adaptation finished iz displayed

2 6. Remowve key and tum ignition an with all remaining keps

a

NOTE: If you have an Ab2x transponder and Tango programmer you can produce the
corresponding Tp2x transponder which will be then accepted from the immobilizer. This is made
using the “Make TP2x from AB2x” button. This requires only connection with the Tango
programmer, no connection to the car is needed.

The key-learning procedure when you're having a Tp2x transponder looks like:
2.1. Enter security access code and number of keys
2.2. Turn ignition ON (new or existing key)
2.3. Press button "Learn”
2.4. For some VW/Seat/Skoda vehicles it is possible to add new key without the
remaining key stop to work. You will be asked whether you want to use this feature.
Please answer with yes/no according your wishes if prompted.



2.5. Wait until adaptation finished is displayed
2.6. Remove key and turn ignition on with all remaining keys

3.5.9.3 Procedure 3 —for CAN vehicles 2008+, Passa t B6.

Normally most of the newest cars require a transponder which is precoded with the VIN number
from a dealer. Fortunately It is also possible to precode the transponder by yourself using the
Tango programmer if you have available the 7 bytes of the component protection data, and you
need to use an Ab2x transponder as base for this operation.

NOTE: The “Set transponder type” combo-box specifies what kind of dealer key to make (for VW,
Seat, Skoda or Audi). As base for this operation is used Ab2x transponder (Ab22 for Seat, Ab23
for VW, Ab24 for Skoda and Ab25 for Audi). Please pay attention that the transponder which
you're placing into the programmer should be from the proper type. If it is not then you will receive
an error message and the operation will not succeed. The transponder will be not locked and can
be used again — this is just a check that the correct transponder is used.

If you have a dealer key/transponder you can proceed with normal key-learning (like procedure 1).
Simple put the number of keys to learn and the security access code and the keys will be learned.

But if do not have a dealer key then you've to press the “Program dealer key” button which will
show the following dialog:

x|
et ransponder WPE:  pjegamos 48 - W [AB23) -

* &l 7 bytes of the component protection data [component security are know)

Program transponder from 7 bytes

Component protection bptes: |32 |f|3 |1a |.:|f |Eh: |32 |'Ie Frogram

~ Find the 7th byte of the component protecting data

— Find 7th byte and program transponder

Component protection bptes: | ] | ] | 1] | 1 | 0 | 0

£ Automatcial tving of the 7 byte [possible when pou can check in measured values when key iz recognized)

Charrel for meazured values: |2 [Fefer to user manual for rmare

detailz, chapter "Fey learming'']
Fasition for measured wvalues: (4

€ Wanual tving of the 7 byte [after each attempt you can by with the key on the ignition]




The 7 bytes of the component protection data are contained inside the immobilizer and sometimes
inside the engine control unit. Inside the engine control unit there are stored always at least 6 of
the component protection bytes, sometimes also the 7" byte is contained. The component
protection bytes are displayed e.g. using special function “Engine Control Unit” - when read the
EEPROM of the engine control unit then VAG Commander will show you component security
bytes:

[ —1 1|

| Riead Flash |

v | wirite Flash ‘

Data read. Component zecunty; 1bdd 05 ed 37 a8 b | E uit |

3.5.9.3.1 Programming a dealer key with all 7 bytes available

If the 7" byte is different than “00” then you have all the 7 bytes of the component security and you
are able to prepare a transponder directly with the Tango programmer. In this case you've to
choice “All 7 bytes of the component protection data (component security are know)”, put the 7
bytes and press the “Program” button.

3.5.9.3.2 Finding the 7" byte

If the 7™ byte is not available you've to choice “Find the 7th byte of the component protection data”
and you've the put the six bytes which are known. There are two possible ways to check whether
the 7" byte is matched:
automatically
This mode requires that the immobilizer and the Tango can simultaneously read/write the
transponder. For that reason it is required that the ring coil is dismounted from the ignition lock
and placed over the Tango programmer.

P :
Unfortunately for some models it is not possible to dismount the ring coil and it is required that
the Tango programmer is placed near the key in the ignition lock so the Tango is able to
read/write the key.



The VAG Commander automatically recognizes when the key is accepted by the immobilizer
using the “measured values”. This “measured values” function is available when you connect
for standard diagnostic with any device.

In general the “measured values” function has 255 different channels where some data are
visualized. For each channel there are till 4 positions of data.

In most cases the CAN immobilizer makes the key check on channel “2”, position “1” (please
refer to the picture below)

Measured Yalues x|
. Channel
Immaohbilizer ||

-

- Scan all
Yatiable Code authorized ‘yes
Key Status (Transponder
Lock) e
Fixed Code authorized ‘yes

Imrmohbilizer Status ‘E.EI

If you look at the picture you will see that the “Variable code” is set to “yes”. This exactly
means that the key is like dealer keys. So when using the automatic procedure you've to look
at the measured values and to remember on which channel and position the “Variable code”
check is displayed. (Please note that on some immobilizers the “Variable code” can be
substituted with “Rolling code” or something similar). Then you've to put the channel and
position into the dialog for finding the 7" byte.

NOTE: For the most of the immobilizers it will be not needed to change anything but for some
cars (e.g. Passat B6) may be needed to change these values.

NOTE: The automatically check is possible only when in the “measured values” you see one of
the following values for the variable code: “yes”, “now”, “OK”, “NOK”, “0” or “1”. If you've some
other value on that channel then the automatically check is impossible and you've to proceed
manually.

Manual

The VAG Commander will program the transponder after which you should take the
transponder and to try it manually if it is accepted. The possible ways to make this is to
connect to the immobilizer with some other diagnostic tool and to read the measured values
with it, or to try adaptation on channel 1 (or 21) of the immobilizer. If you're using an adaptation



on channel 50 then the key will be learned by the immobilizer and will be locked and you will be
no more able to use the transponder on other car.

After you obtain a dealer key/transponder you can proceed with normal key-learning (like

procedure 1). Simple put the number of keys to learn and the security access code and the keys
will be learned.

3.5.9.4 Procedure 4 — Audi A3 up to 2007 year. For these vehicles you must use TP25
transponder or dealer key.

You need to choose from Special functions — Key learning — Audi A3 (CAN).

If you have a Tango programmer and AB25 transponder, then you're able to make a dealer key by
pressing “Program dealer key” button, and then this key can be learned in the usual way — simple
put the security code and the number of keys and press “Learn”.

If you do not have Tango programmer or AB25 transponder, then you can learn an empty
transponder (TP25).

The key-learning procedure is described below:
4.1.Enter security access code and number of keys
4.2.Turn ignition ON (new or existing key)
4.3.Press button “Learn”
4.4. You will be asked whether your key is ordered by dealer.

Key learning x|

Wehicle model:  Audi A3 -2007 [CAM) h

Mew key count: |1

Login/Security code: (1111

Program dealer ke
Leam = L

You can reach login code using special functions af instrumentAmmaobilizer’ - main panel. Anather way ta ZI
reach login code iz to extract it from the ECL - special function 'Engine Contral Uik,
Frocedure 4:

A v aa Anne
_ _I

'E If ywou have a key ordered Fram the delaer please press 'YES' otherwise WO,
[

ATTEMTION: IF wou program non-dealer key old keys will no more work,
Alzo the dealer will be no more able to prepare keyvs,

ATTEMTION: It is highly recommended that wau have read and saved the instrument EEPROM befare you continue,

Yes i la]




Please take care that if using TP25 transponder you should press NO. In this case all
existing keys of the vehicle will be deleted and can’t be programmed later even from
the dealer! If you're using a dealer key (delivered from dealer or programmed with the
Tango programmer) please answer with “Yes”

4.5.Wait until adaptation finished is displayed

4.6.Remove key and turn ignition ON with all remaining keys.

3.5.9.5 Procedure 5 — for Audi A3 (2007+)

If you have a Tango programmer and Ab25 transponder then you're able to make a dealer key
and then this key can be learned by selecting Audi A3 till 2007 and pressing “Yes” when prompted
whether this is dealer key.

3.5.9.6 Procedure 6 — for Audi A4 (RB8)

Audi vehicles equipped with instrument cluster BOSCH RB8 with integrated immobilizer require
different key-learning procedure. In most case the instrument doesn't accept the security code
even if it is correct. For that reason separated procedure is used. You need to choose from
Special functions — Key learning — Audi A4 2004+ (RB8 Instrument Cluster KW2000). Following
buttons will be available:

Key learning X|

Yehicle model: .'L"n.l.u:li &4 2004+ [FE2 Instrument Cluste

Login/Securnty code: |1

Mew key count; |0
’7 Learn | Prograrn dealer key

Mo login code iz need for the ke learming.

I

Yau have to put anly the number of the keys which will be adapted.

Frocedure &

Audi vehicles equipped with inztrument cluster BOSCH BB3 with integrated immabilizer require different
key-learming procedure. [n most cazes the instrument doesn't accept the securnity code even i it iz comect. Faor
that reazon separated procedure iz used.

The Key-leaming procedure goes in the following steps:

1.Learning dealer kev [purchased by YIM number]

[f pou have dealer key [purchazed by YIM number] you've to put the number of keyps to be programmed and to
prezs the "'Learn button',

Before the procedure is finizhed on the dizplay of the instrument it iz dizplaved "LE w-0", where """ iz number of
succeszsfully learmed keps, and "y iz the total number which has to be leamed. *When "L7 wy"' iz dizplaved,
wou will azked ta put each next key and ta prezs "OE". After prezsing the "0K" the instrurnent will be rezet

and """ walue should be incremented until it reaches the "y value.

FMOTE: Thiz iz not adding of the key but programming of all keps which will be accepted from car. IF pou have ﬂ

The Key-learning procedure goes in the following steps:



1. Learning dealer key (purchased by VIN number)

If you have dealer key (purchased by VIN number) you've to put the number of keys to be
programmed and to press the “Learn button”.

Before the procedure is finished on the display of the instrument it is displayed ,L7 x-y“, where
X" is number of successfully learned keys, and ,y“ is the total number which has to be learned.
When L7 x-y" is displayed, you will asked to put each next key and to press ,OK". After
pressing the ,OK*" the instrument will be reset and “x* value should be incremented until it
reaches the ,y“ value.

NOTE: This is not adding of the key but programming of all keys which will be accepted from
car. If you have some other keys which you don't learn here, they will stop to work.

2. Preparing dealer key
If you have a Tango programmer you can prepare a dealer key from Ab25 transponder.
Put how many dealer keys you want to program and press the “Program dealer key”. It is
not required to enter anything; the VAG Commander connects to the RB8 instrument and
reads all required information.
After the dealer key is prepared you can proceed like in the case “Learning dealer key
(purchased by VIN number)”

NOTE: When reading the RB8 EEPROM the device is put  into service mode and “LO x-y” is
displayed. If by any reason the instrument leavesi  n this situation (e.g. if your laptop goes
off due flat battery, or you disconnect the interfa ce from the car, or the car battery is flat),
you need to read the RB8 instrument EEPROM, and cha nge the immobilizer status to 6.

3.5.9.7 Procedure 7 - For vehicles with Hitag2 Key  (transponder) from 2004 to 2007 year —
VW Touareg, VW Phaeton, Bentley Continental, Porsch e Cayenne

You must use virgin transponder PCF7936 or virgin key, no need some special preparation. If you
use Transponder - you need to switch it in Cipher (Crypto) mode. You can use your Tango or
HiTag2 programmer for that purpose if you have one. This is done by replacing 0x06 with OXOE in
the first byte of the configuration page (Configuration page is page 3 where page 0 is the
transponder ID, and pages 1 and 2 are the secret key). If this value is already OxOE then the
transponder is already in cipher mode.

After the transponder is switched into cipher mode the key-learning procedure goes as follows:
From Special functions - Key Learning choose vehicle model, Write how many keys you need to
program, enter security access and push "Learn" button. Then follow strictly recommendations.



3.5.9.8 Procedure 8 — for vehicles with Hitag2 Key  (transponder) 2007+ or Audi A8 (CAN)
produced after year 2002.

For vehicles after 2007 year (or Audi A8) you need to prepare Hitag2 key (transponder) before you
usage of key learning function.
You can use virgin transponder PCF7936 or virgin key.

8.1. You need to read eeprom from Kessy or ECU.

8.2. From Special functions - Key Learning choose vehicle model, Push "Program
dealer key" and load dump from Kessy or ECU, then your Tango or Hitag2 programmer will
automatically prepare dealer key (transponder) for this vehicle.

8.3. From Special functions - Key Learning choose vehicle model, write how many
keys you need to program, write security access and push "Learn" button.

3.5.9.9 Procedure 9 — for vehicles Audi A6, Q7 ,All road 2005+
Contact with Abritus72.



3.5.10 Special function “Dump Tool”

Using this application you can calculate security access codes, change odometer and so on.
This application needs the EEPROM dump from the corresponding unit. After the dump is loaded
some modification will be made and you need to store the dump as a new file, which you can
program into the device.

For more details about the concrete functions please refer to the appendix.



4 ABRITES VAG CHECK

The “ABRITES VAG Check” is a tool which performs self-diagnostic of the USB dongle and
interface.

65 vAG K +CAN hardware check x|

— Dongle check

Durnp file: I | | |Generate dumip

— Interface check

| Detect Interfaces | [ Include K-Line test

I Durnp file: I | | |Generate durmp

It has two sections:
- Dongle check — performs self-diagnostic of the USB dongle
- Interface check — performs self-diagnostic of the USB interface

Pressing the “Detect” button from the dongle section performs a detection whether the dongle is
successfully read.
NOTE: This will not check the dongle data for inconsistency!

If you specify a dump file in the “dongle section” and press the “Generate dump” button, then all
dongle data will be read, and this file can be examined from the producer. This file should be sent
to the interface producer if there are problems with the interface, e.g. interface is not recognized,
K-Line is not working, or if requested from by producer.

NOTE: If you get an error message “0x10001” while r  unning the “ABRITES VAG
Commander” please send the dongle dump to “edilock@ yahoo.com”

In the “Interface section” there is a possibility to perform a detection of the interface — pressing the
“Detect Interface” button checks for interface availability, firmware version and interface ID. You
are able to perform also test of the K-Line, but this requires that the interface is connected to the
OBDII since the K-Line requires 12V.

Also results from detection of the interface and K-Line test can be saved into file if “Dump file” field
is entered and “Generate dump” button is pressed. This dump file should be sent to the producer if
there are problems with the interface recognition.



5 ABRITES VAG UPDATE REQUEST

The “ABRITES VAG Update Request” tool is dedicated to inform you which is the latest version,
which is released from the producer, and to allow you to request a compilation for your interface.
The “ABRITES VAG Update Request” can be used also if you have problems when running the

“ABRITES VAG Commander” as described in the “Troubleshooting” section.

¥IIG ¥AG K-+CAN update request X
=]

Last 5W released from AbritusTZ:

VAG E+CAN commander 4.1

[~

Check latest version

— Request data

%

Contact person: IF'eter Adams

®

&-mail: Ipeter.adams@yahnn. com

Interface 10 IE':":"-El g
E wit

Pressing “Check latest version” will connect through the Internet to the producer homepage and
will return to you which is the latest released version.

If you want to receive this latest software, or if you have some problems as described in the
“Troubleshooting” section, you should enter the “Request fields” and press the “Request” button.

NOTE: This requires that the dongle and the interfa  ce are connected to the PC. After the
request is made a text file named “SW_Update_Req_xx  xx.bin" is created, where “xxxx” is
the number of your interface (2 or 4 digits). After the file is generated you have to send it
manually to edilock@yahoo.com




6 TROUBLESHOOTING

Below you can find a list of typical problems and how to solve them:

Problem: When starting the “ABRITES VAG Commander” on the splash screen “Interface NOT
found " is displayed

Solution:

- Please be sure that the USB interface drivers are installed properly. You can look at the
device manager, the USB interface should appear as “USB Serial Port (COMxX)” where
“xx” is the number of the port

- If the interface is recognized OK, then please try to unplug and plug it again into the USB
slot and restart the “ABRITES VAG Commander”.

- If the problem is still present, you can try to set the used port manually as follows:

(0]
(0]
(0]

Start the “ABRITES VAG Commander”

Press the “Options” button

Uncheck the “Autodetect” check-box and enter the number of the port from the
device manager.

The changes will take effect after restart of the “ABRITES VAG Commander”

NOTE: Please take into account that the used port will change when inserting the USB
interface into different USB slots, so the manual setting of the port should be repeated
in this case.
- If the problem is still present, please run the “ABRITES VAG Check” and try to auto-detect
the interface and generate a dump from the interface. Report about the problem to
Abritus72 Ltd. with the included interface dump file.

Problem: When starting the “ABRITES VAG Commander” on the splash screen neither “Interface
found ” nor “Interface NOT found ” is displayed

Solution:

- Please try to unplug and plug the dongle and the USB interface again into the USB slot
and restart the “ABRITES VAG Commander”.

- If the problem is still present, please run the “ABRITES VAG Update Request” and request
an update of your software. Please be sure that the version of the “ABRITES VAG Update
Request” is at least 1.1 (displayed in the title bar when “ABRITES VAG Update Request” is

started). Please specify in your mail what kind of problem yo

u have when running the

“ABRITES VAG Commander”.

Problem: When starting the “ABRITES VAG Commander” a message “Error code: 0x10001.
Please contact ‘edilock@yahoo.com’ with the Error code in the subject”

Solution:

- Please run the “ABRITES VAG Update Request” and request an update of your software.
Please be sure that the version of the “ABRITES VAG Update Request” is at least 1.1
(displayed in the title bar when “ABRITES VAG Update Request” is started). Please
specify in your mail what kind of problem you have when running the “ABRITES
VAG Commander”.



Problem: When starting the “ABRITES VAG Commander” a message “Error code: 0x10002.
Please contact ‘edilock@yahoo.com’ with the Error code in the subject”

Solution:

Probably the dongle is not inserted into the USB slot or it is not recognized in the device manager.
You can check in the device manager whether it is recognized. It should appear as “Matrix USB-
Chip” in the “Universal serial bus controllers” section if your tool is bought before December 2007,
or as “HID-compliant device” in the “Human Interface Devices” if it is buy after December 2007.

Problem: When starting the “ABRITES VAG Commander” a message “Error code: 0x10003.
Please contact ‘edilock@yahoo.com’ with the Error code in the subject”

Solution:

Probably SW dedicated for other interface was run on your interface. Please run the “ABRITES
VAG Check” tool and prepare a dump file of the dongle. Then send this dump file to
“edilock@yahoo.com ”

Problem: When starting the “ABRITES VAG Commander” a message “Error code: 0x10004.
Please contact ‘edilock@yahoo.com’ with the Error code in the subject”

Solution:

Please run the “ABRITES VAG Check” tool and prepare a dump file of the dongle. Then send this
dump file to “edilock@yahoo.com”

Problem: When starting the “ABRITES VAG Commander” on the splash screen “Interface found ”
is displayed, but is not possible to connect to device (especially through K-Line)

Solution:

Make sure that if you run the “ABRITES VAG Commander” from a shortcut the “working folder” is
set to the folder where the “ABRITES VAG Commander” executable is placed.

Problem: The device connects sometimes to the device under K-Line, and sometimes not.
Solution:
Try to increase/decrease the “Wakeup echo delay” timing parameter.

Problem: The connection with the device under K-Line is unstable.

Solution:

Try to increase/decrease the “Inter byte time”, “Time between messages” and “Communication
echo delay” parameters.

Problem: How to recognize whether the instrument cluster is A4 RB4 or A4 RB4 Crypto.

Solution: If the instrument is not crypt (this means it is RB4) the immobilizer number (14 ASCII
symbols) is found on addresses 0x00, 0x100 and 0x200. If the immobilizer number is placed there,
then the instrument is not crypt, otherwise

Problem: After reading the A4 RB8 instrument, the instrument displays “LO x-Xx" instead the
odometer.
Solution: Read the RB8 instrument EEPROM, and change the immobilizer status to 6.

Problem: It is not possible to connect to a device through the K-Line, since it is possible to
connect to it with other diagnostic tools.



Solution: Try to change the baud sequence to 9600/10472 from the options dialog.

Problem: Cannot read Motometer instruments.
Solution: Download and replace file www.vagcommander.com/mmadata.bin into the ABRITES
VAG Commander folder.

Problem: Some device cannot be read or unexpected behavior was found
Solution: Please enable the logging as described in chapter 3.1.5 and send to use the
corresponding log-file.



7 APPENDIX

7.1 Programming instrument clusters from Magneti M arelli (K-line diagnostic link)

7.1.1 Instrument cluster from Audi A3, Audi A6, Au di TT, VW New Beetle

Access to this type is possible using the types “Instrument Cluster Mangeti Mareli - Direct 1996-
2000” and “Instrument Cluster Mangeti Mareli - Direct 2000+” depending of the production year of
the car. So you have to select the one of the both types and then try to read the EEPROM.

Please note that the threshold of the year 2000 is not absolute, some models are continue to be
equipped with older instruments even if they are after year 2000. So the best way is to choose first
the “Instrument Cluster Mangeti Mareli - Direct 1996-2000", if not succeeded you have to make the
ignition OFF and again ON, and to try with the “Instrument Cluster Mangeti Mareli - Direct 2000+"

type.

If succeeded to read, the PIN code and odometer are automatically recognized and displayed for
Magneti Marelli direct types, but in case of error you can do it by yourself using the description
below:

1. Inthe EEPROM search for the Immobilizer number (AUZ..., WAUZ...). If the immobilizer
number is found, then the login is the two bytes preceding the immobilizer number.

00O003EB10|FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|................
gooosgz2o0|FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|......... ... ...,

oooo3B30|FF FF FF FF FF FF FF FF FF FF FF FF FF FF 87 GF | ... ..ot o
gooose40 (73 90 FF FF FF FF FF FF 00 00 FF FF FF FF FF O0j=...............
gooosgs0|00 FF FF FF FF FF FF FF 00 01 D4[E§:§g]4l S5 BA[.... ..t +ATZ
0oo03Be0 (35 5& 30 41 58 58 58 58 58 58 58 3B 5A 79 |5E0AXDGDOE. L Ev
Qoo03B70 |96 Be 00 FF FF 42 20 %3 5D 43 7F FF 30 42 DE B5|..... B ..C..0B..
ooooseso|s7 42 20 ES 31 FF FF FF FF FF FF FF FF FF FF FF(WE .1...........
oooo3gs0 |FF FF FF FF FF 04 0D 2B 41 55 5A 35 5& 30 41 58|....... +AUZ5Z04K

00003BAOD |58 58 58 58 58 58 11 1E 3B 54 79 96 Be 00 FF FF |Z0C00EL L Z2v. .. ..
0o003BEO |42 20 93 9D 43 7F FF 30 42 DE B3 537 42 20 E& 31|(B ..C..0B..WE .1
OoO003BCO|FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|................
oooo3eDoO|04 0D 2B 41 55 SA 35 5A 30 41 58 58 58 58 58 58| . . +AUZSZ0AXEEEE
OO003BEO|58 11 1E 3B 5& 79 96 Be 00 FF FF 42 20 93 9D 43 |X. . :Zv..... B ..C

E.g. on the picture above the immobilizer number is AUZ5Z0AXXXXXXX and the login is “OD2B”
in hexadecimal or 3371 in decimal



2. If the immobilizer number is not present, then the login is found somewhere in the region
0x0070-0x009F in the EEPROM. Starting from 0x0070 in the EEPROM (i.e. 0x3870 in the
memory area) there should be a long sequence of OxFF (e.g. about 7-8 bytes of OxFF). The
first two bytes which are not OxFF should be the login.

00003800|FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|................
00003810 (FF

00003820 (FF FF FF FF FF FF FF FF EA 00 01 18 1F CC FF FF|..... ... .. ...
oooosss0 |FF EA De 01 FD C1 1E FF FF FF 1E FF FF FF 1E FF|.......... ... ...

00003840 |FF FF 06 06 F9 FF FF FF 10 00 47 45 36 35 54 54|.......... GEGSTT
00003850(31 30 30 30 31 10 FF FF FF FF FF FF FF FF FF 23[10001.......... #
00003860(07 23 03 02 00 00 1E 00 32 20 00 00 02 00 32 FF|.#...... 2 ... 2.
00003870 |FF FF_FF FF FF FF FF FF FF FF FF FF FF FF FF FF|..overnnennnn...
00003880 |FF (04 7F100 01 OF 14 FE 00 00 02 00 FF FF FF FF |.ooueeennea. ..
00003890 |FF FF FF FF 03 6D FF FF FF FF FE 63 1B FF FE 63|..... Meunn. c...c

oooossA0 (1B FF FE 63 1B FF FE &3 1B FF FE 63 1B FF FE 63 |...¢...c...c...C

E.g. on the picture above starting from address 0x0080 of the EEPROM there are 17 bytes with
OxFF, then follows the login which is 0x047F in hexadecimal or 1151 in decimal.

The odometer consists of two blocks — usually 0x90 bytes with the inverted odometer, followed by
0x90 bytes with the real odometer, but this may vary (e.g. blocks with 0x98 bytes instead 0x90, or
first is the real value and then the inverted). So if the odometer is displayed correct, you can try to
change it. But please be always sure that you change the odometer only after it is displayed
correct (only small deviation is possible).

7.1.2 Instrument cluster from Audi TT-K

- First try to access the instrument as one of the "Magnet Marelli direct” types (especially for
year 2000+) and if succeeded proceed as described above

- If not succeeded select type “Magneti Marelli - Shadow 3 (TT)” and read EEPROM. Currently
for the software versions we know the login can be located as described above, and the
odometer starts from address OxAA to address 0x1C8 (marked in the picture below).
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7.1.3 VW Passat - usually these Instruments are b  efore year 1998

First try to access the instrument as one of the "Magnet Marelli direct” types (especially for
year 2000+) and if succeeded proceed as described above

If not succeeded select type "Magneti Mareli - Shadow 2 (Passat)” and read EEPROM. The
login is displayed; odometer is displayed as “0”, but can be changed. When the "Change
odometer" button is pressed a dialog appears, where the current and the new odometer
values should be entered.

7.1.4 VW New Beetle

First try to access the instrument as one of the "Magnet Marelli direct” types (especially for
year 2000+) and if succeeded proceed as described above

If not succeeded select type "Magneti Mareli - Shadow 1” and read EEPROM. The login is not
displayed. The odometer is displayed as “0”, but can be changed. When the "Change
odometer" button is pressed a dialog appears, where the current and the new odometer

values should be entered.



7.2 Porsche Cayenne/VW Touareg gasoline engines — E  CU wakeup fuses

Porsche Cayenne — fuse box




7.3 Audi A8 fuse box (passenger side — wakeup ECU):

e e i



7.4 Audi Q7, A6, AllroadA8 fuse box (driver side —

Need to be connected fuses Nr.15 and Nr.30

7.5 VAG K+CAN Commander 6.0 key-learning procedures

wakeup ECU):

Programmer Transponder/ Key Learning
Model Year Solution needed Key procedure
Audi A2 all OBD-K not needed TPOS8 Procedure 1
Audi A3 -2003 OBD-K not needed TPO8 Procedure 1
Audi A3 2003-2007 OBD-CAN not needed/TANGO TP25 Procedure 4
Audi A3 2007+ OBD-CAN TANGO TP25 Procedure 5
Audi A4 -2003 OBD-K not needed TPOS8 Procedure 1
Audi A4 2003-2008 OBD-K TANGO megamos 48 Procedure 6
Audi A4 2008+ n.a
Audi A5 n.a
Audi A6 -2004 OBD-K not needed TPOS8 Procedure 1
ordered from
Audi A6 2004+ OBD-CAN not needed Edilock Ltd. Procedure 9
Audi Allroad -2004 OBD-K not needed TPO8 Procedure 1
ordered from
Audi Allroad 2004+ OBD-CAN not needed Edilock Ltd. Procedure 9
ordered from
Audi Q7 2004+ OBD-CAN not needed Edilock Ltd. Procedure 9
Audi A8 -2002 OBD-K not needed TPOS8 Procedure 1
PCF7936 or
Audi A8 2002+ OBD-CAN HITAG-2/TANGO key Procedure 7
PCF7936 or
Audi A8 2007+ HITAG-2/TANGO key Procedure 8
Audi R8 nag
Audi TT -2005 OBD-K yes TPO8 Procedure 1
Audi TT 2007+ nag
VW Golf5 -08/2006 OBD-CAN not needed TP23 Procedure 2
VW Golf5 08/2006-2008 OBD-CAN TANGO TP23 Procedure 3.1
VW Golf5 2008+ OBD-CAN TANGO TP23 Procedure 3.2
Seat Alhambra 2000+ OBD-K not needed TP22 Procedure 1




Seat Althea -08/2006 OBD-CAN not needed TP22 Procedure 2
Seat Althea 08/2006-2008 OBD-CAN TANGO TP22 Procedure 3.1
Seat Althea 2008+ OBD-CAN TANGO TP22 Procedure 3.2
Seat Arosa 1998-2004 OBD-K not needed TPO8 Procedure 1
Seat Cordoba 1996-2004 OBD-K not needed TPO8 Procedure 1
Seat Ibiza -2007 OBD-K not needed TPO8 Procedure 1
Seat Leon -2003 OBD-K not needed TPO8 Procedure 1
Seat Leon -08/2006 OBD-CAN not needed TP22 Procedure 2
Seat Leon 08/2006-2008 OBD-CAN TANGO TP22 Procedure 3.1
Seat Leon 2008+ OBD-CAN TANGO TP22 Procedure 3.2
Seat Toledo -2003 OBD-K not needed TPO8 Procedure 1
Seat Toledo -08/2006 OBD-CAN not needed TP22 Procedure 2
Seat Toledo 08/2006-2008 OBD-CAN TANGO TP22 Procedure 3.1
Seat Toledo 2008+ OBD-CAN TANGO TP22 Procedure 3.2
Skoda Octavia 1997-2003 OBD-K not needed TPO8 Procedure 1
Skoda Octavia ll -08/2006 OBD-CAN not needed TP24 Procedure 2
Skoda Octavia Il 08/2006-2008 OBD-CAN TANGO TP24 Procedure 3.1
Skoda Octavia ll 2008+ OBD-CAN TANGO TP24 Procedure 3.2
Skoda Scout -08/2006 OBD-CAN not needed TP24 Procedure 2
Skoda Scout 08/2006-2008 OBD-CAN TANGO TP24 Procedure 3.1
Skoda Scout 2008+ OBD-CAN TANGO TP24 Procedure 3.2
Skoda Roomster 2007+ OBD-K not needed TPO8 Procedure 1
Skoda Fabia 2000+ OBD-K not needed TPO8 Procedure 1
Skoda Superb -01/2007 OBD-K not needed TPO8 Procedure 1
VW Bora BOSCH 1997+ OBD-K not needed TPO8 Procedure 1
VW Bora Motometer 1997+ OBD-K not needed TPO8 Procedure 1
VW Caddy VDO 2004-09/2006 OBD-CAN not needed TP23 Procedure 2
VW Caddy -2008 OBD-CAN not needed TP23 Procedure 2
VW EOS -08/2006 OBD-CAN not needed TP23 Procedure 2
VW EOS 08/2006-2008 OBD-CAN TANGO TP23 Procedure 3.1
VW EOS 2008+ OBD-CAN TANGO TP23 Procedure 3.2
VW Golf 4 BOSCH 1997+ OBD-K not needed TPO8 Procedure 1
VW Golf 4

Motometer 1997+ OBD-K not needed TPO8 Procedure 1




VW Golf 4 VDO 1997+ OBD-K not needed TPO8 Procedure 1

VW Cross Golf -08/2006 OBD-CAN not needed TP23 Procedure 2

VW Cross Golf 08/2006-2008 OBD-CAN TANGO TP23 Procedure 3.1

VW Cross Golf 2008+ OBD-CAN TANGO TP23 Procedure 3.2

VW Jetta -08/2006 OBD-CAN not needed TP23 Procedure 2

VW Jetta 08/2006-2008 OBD-CAN TANGO TP23 Procedure 3.1

VW Jetta 2008+ OBD-CAN TANGO TP23 Procedure 3.2

VW Multivan -2007 OBD-K not needed TPOS8 Procedure 2

VW Passat B4

Motometer 1996+ OBD-K not needed TPO8 Procedure 1

VW Passat B4 VDO 1997+ OBD-K not needed TPO8 Procedure 1

VW Passat B5 VDO 2001+ OBD-K not needed TPOS8 Procedure 1

VW Passat B5

Motometer 2001+ OBD-K not needed TPOS8 Procedure 1

VW Passat B6 2005+ OBD-CAN TANGO TP23 Procedure 3.2
PCF7936 or

VW Phaeton -2007 OBD HITAG-2/TANGO key Procedure 7
PCF7936 or

VW Phaeton -2008 OBD HITAG-2/TANGO key Procedure 8

VW Polo VDO 2000+ OBD-K not needed TPO8 Procedure 1

VW T4 Motometer 1998+ OBD-K not needed TPO8 Procedure 1

VW T4 VDO 1998+ OBD-K not needed TPO8 Procedure 1

VW T5 2002+ OBD-K not needed TPO8 Procedure 1
PCF7936 or

VW Touareg -08/2007 OBD-K HITAG-2/TANGO key Procedure 7
PCF7936 or

VW Touareg 08/2007+ OBD-CAN HITAG-2/TANGO key Procedure 8

VW Touaran -08/2006 OBD-CAN not needed TP23 Procedure 2

VW Touaran 08/2006-2008 OBD-CAN TANGO TP23 Procedure 3.1

VW Touaran 2008+ OBD-CAN TANGO TP23 Procedure 3.2
PCF7936 or

Porsche Cayenne -2007 OBD-K HITAG-2/TANGO key Procedure 7
PCF7936 or

Porsche Cayenne 2007+ OBD-CAN HITAG-2/TANGO key Procedure 8
PCF7936 or

Bentley Continental -2007 OBD-K HITAG-2/TANGO key Procedure 7
PCF7936 or

Bentley Continental 2007+ OBD-CAN HITAG-2/TANGO key Procedure 8

7.6 Dump tool special function

The dump tool receives as input a dump file from the corresponding unit (input dump is loaded

with the “Load dump” button). The dump file can be read either via OBDII but also with a

programmer (especially for units where reading via OBDII is not possible). As output the dump tool
displays some data extracted from the input file and/or makes some modifications to the input




data. If modification were made (for some sub-functions there are no modifications made, only
data are visualized) the user has to write the modified dump to desired file (with the “Save dump”
button), and then this modified dump should be saved back to device via OBDII or with a
programmer.

If data are read/write with a programmer the user must take care to ensure that the proper byte
order is used. Because most of the programmers are reading the data on 16bit words, the byte
order in the dump depends on the used programmer — some programmers are producing dumps
starting with the least significant byte, and some are producing dumps starting the most significant
byte. This means that for the same unit two different programmers can produce different dumps.
For that purpose a button “Swap bytes” is provided. This buttons changes alternatively the byte
order into the dump. So if after loading the dump file into the dump tool data cannot be extracted
or modified, please try to swap bytes to get result. For some functions the swapping is made
automatically (for example the decoding of the Kessy), but for some function the user has to made
this manually.

A more detailed description of the most important functions follows below:

- IMMO - KESSY - Audi A8, VW Touareg, VW Phaeton, Por sche Cayenne, Bentley
Continental [ 93C86 ]
Required license: ANOO3
This function is used to extract the security code from the Kessy module (this module is used in
Audi A8, VW Touareg, VW Phaeton, Porsche Cayenne and Bentley Continental). The function
also displays the learned keys and visualize/change the immobilizer and VIN numbers.

Dump Tool LN x|
Tupe: IMRO - KESSY - Audi A8 W Touareq, W Phaetan, Porzche Capenne, Bentley Continental [ 93C86 | -
qooooood 51 80 01 00 00 00 52 00 00 00 00 7a B& 01 0O 00 ...... AR R |- | Load dump |
0oo0ooolo 00 00 00 00 AR &&d CA 30 33 30 36 C2 30 3030 31 ....... 0306.0001
aoo00o0z0 &5 32 31 2E 30 31 ZE 30 33 64 30 39 §5 32 31 ZE .:21.01.03309.:Z21. | Save dump |
qooooo30 300 31 2E 50 533 01 00 00 Ol 00 00 01 FF O1 00 01 0l 03. ... eseauns | Eviar Bytes Lt |

00000040 00 OF OF 4B 33 44 30 39 30 39 31 33 35 46 20 D7 ...E3D0OS0S135F .

00000050 35 57 4B 34 37 30 32 31 DA 56 42 52 42 34 78 DA SWK47021.VERB4x.

00000060 56 42 52 42 34 78 DA 56 42 52 42 34 78 05 04 00 VERBx.VERB:... Logh [B767[Dite:Data

00000070 00 FF 05 02 00 02 FF 01 FF FF FF FF OL FF FF FF vuueevnnnnnnans L_______J

00000080 FF 0L FF FF FF FF 0L FF FF FF FF 0L FF FF FF FF svueevnnnrenens S

00000090 01 FF FF FF FF 01 FF FF FF FF 01 FF FF FF FF D2 wvunnevnnnnnnens R -

000000AD 01 70 56 §7 5A 33 54 30 43 31 30 33 34 34 39 30 .pVWZ3Z0Cl034490 [ Z 32001030000 Set

000000BD 01 00 00 00 00 00 00 00 29 00 23 05 0B 00 07 03 ....... 1 I

000000CO 01 00 00 00 01 00 00 00 01 00 00 00 0L 00 00 00 avuneeernneeens ,

0000000 01 00 00 00 01 00 00 00 Z0 74 40 FO 7B 8B FO 72 ........ -~z {..r [WAEZZZFLZ30 010000

000000ED SC FO 83 A3 FO CE 65 90 FO 65 90 FO 00 00 00 00 ...... e s

000000FD 00 00 01 00 00 E5 EE E3 7D 35 AE FO C2 2B 41 75 vuveuens }5. .. +Au

00000100 F§ B0 80 4B 01 00 7F 7E 01 00 93 2C 6C 01 00 00 ...Keomevvylons o
3

<]

Pressing the “other data” displays the learned keys and also allows changing the immobilizer
status (on some models changing the immobilizer status is used to put the Kessy e.g. into deliver
condition).




kessykeys L x|

Kep 1. DCO04426 Key & FFFFFFFF
Key 2 BE 364320 Key & FFFFFFFF
Key 3 FFFFFFFF Key 7. FFFFFFFF
ey 4 FFFFFFFF Key & FFFFFFFF

Immo status: i St

- EZS-Kessy Security access code [9S12]
Required license: ANOO3
This function is used to extract the security access code from the EZS-Kessy. The EEPROM of the
EZS-Kessy is found inside the microcontroller (Motorola HC9S12 family) and is typically read with
a programmer, for some older version of the EZS-Kessy (till V2.0.2 of the EZS-Kessy) is also
possible to be read by OBDII.

Dump Tool m x|
Tupe: EZS-Feszy Secunty acceszs code [9512] g
ooooopoo 24 68 10 02 00 10 FD BO FF FF 00 FF 32 33 39 37 fheovnevnns 2397 A | Load dump |
oooooolo 37 33 30 30 32 36 30 30 31 31 FF FF 30 35 37 37 7300260011..0577
oooo00z20 36 33 30 30 30 34 30 36 30 31 FF FF 35 39 32 35 &300040601..5925 | Save dump |
oooooo30 31 30 30 31 32 30 36 30 30 33 39 30 33 31 30 34 1001lz206003903104 | S B L |

00000040 34 32 34 37 35 FF FF FF 36 30 2E 32 30 2E 30 32 42475...60.20.02
00000050 36 36 33 30 57 41 55 5A 5A 54 34 4C 30 37 44 30 6630WAUZZZALOTDO
00000060 30 30 30 30 30 FF FF FF 02 20 66 03 34 46 30 39 00000.... f£.4F09 Lod EET—_
00000070 3130 38 35 32 20 20 20 30 32 32 30 00 02 02 00 10852  0220.... SRl
00000080 07 ED 24 10 77 5F 30 38 2E 30 33 2E 30 37 FF FF ..%.w 08.03.07..
00000090 34 46 30 39 30 35 38 35 32 42 20 20 20 33 31 FF 4F0905352F  31.
00000040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF vveeneenennnn
O0O0OOBO 33 30 35 32 34 34 37 33 32 30 30 31 32 30 36 30 3052447320012060
00O0OOCO 30° 3% 33 30 31 30 31 30 33 35 33 33 30 FF FF FF 0330101035330...
000000D0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ovviennenennnnn
00O0O0EQ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF cvvinrnrinnnenss
000000FO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ovvvnrneeninennn
00000100 11 17 FF D4 22 2F A4 FD A6 ES 49 FB 11 17 FF D4 ovv.”/ueonTenn.. o
k

]

- Comfort module component protection data (Passat B6 )
Required license: ANO09
This function is used to extract the 7bytes of the component protection data for Passat B6. This
function requires a dump file from the comfort module, and the six bytes of the component
protection bytes which are always found in the engine control unit. So you need to load the dump
of the comfort module and then a dialog is displayed where you can put the six bytes of the
component protection manually or you can directly load the ECU dump too. The tool accepts an
ECU dump from EDC16, PPD1x, MED9x and ME7x ECUs.



Tope:

Comfort module component protection data [Paszat BE)

ooooooa0 EF FF 00 00 00 00 00 00 00
00000o0lo 00 1 20 21 2E 2D 2D ZE 2D
00000020 34 33 33 41 42 20 30 34 37
00000030

34 33 33 41 42 Z0 Z0 FF FF

o0 o0 00 00 00 08 38
2D 33 43 30 39 35 39
32 33 43 30 39 35 39

FF FF 04 30 FF FF FF 4334F

ENTEEE FC L) component protection data

gooooaosa

00000060 | £ Load ECU component protection data from dump

600060

GAnahnEn Load ECL durnp

H0000030 | ¢ Enter component protection data marually

oo0oooan

n00000ED | I | | |

ooooooco

aooooona ] :
G0D0D0ED Load durmp from EDCTEAE FudMED I [uncrypted]/Simos PPD/Simoz FS1
ao0oooFo

............... g -
i T e T

4334 04723C0959

KIR

ooooolod FFOFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

- ECU EDC16 Set component protection data [95320]

Required license: ANOO9

Load dump |

Save dump |

Swap bytes LAH |

This function allows viewing and/or changing the component protection data found into the EDC16.
Into the EDC16 there are at least 6 bytes of the component protection found, or sometimes there
are 7 bytes. If there are 6 bytes contained, then the 7" byte is zero.

Durp Tool _ml

Type:

ECU EDCTE Set component protection data [95320]

x|

oooooooo o0 5E 05 12 38 FF OFF 31 36
oooooolo FFOFF 31 37 2D 31 32 2D 30
oooooozo 17 12 04 00 43 54 31 30 33
oooooo3n 42 03 2F 2F 31 30 33 37 33
oooooo4n 00 06 05 00 O4 23 10 75 A6
oooooosno 3131 3% 20 20 00 00 00 16
ooooooan
oooooo7o

2D 31 32 2D 30
34 05 10 18 89
37 33 37 34 31
37 32 38 36 37
30 32 38 31 30
QC 07 DS DA 18

34 FF
oo 39
30 34
FO E3
31 32
Fi Bl

22 Component security data

L8l 16-1E-04, -
P o o B o B TS 9
... CTLO37374106

B.//L0O37372667. .
..... *.1.0281012

00000080 20 g
00000020 00 . i .
DO00O0AD OO

i f -
ooooooen 4z M (00 0 0
000000C0 20

]

(v}

s

n.

o
o=

0000000 00

Q00000ED 24 F3 C5 72 49 E7 S84 CD D& 00 00 00 55 57 54 43 §..rxl....... WIWaC
o0o00ooFd 5430 30 30 30 30 30 30 300 30 00 -AC F& 02 F5 55 Z000000000..... i)
aooooloo 24 F3 C5 Y2 49 E7 54 CD D& 00 00 00 56 57 54 43 §..xI....... VIWEZL &
<] »

Load dump |

Save dump |

Swap butes LAH |

- ECU EDC16 Immo bypass [95320]

Required license: None




This function is used to make the so called “Immobilizer bypass”. Bypassing the immobilizer
means that the ECU start the engine even if the immobilizer is not allowing the engine start (e.g.
due to a wrong key or wrong synchronization between the immobilizer and the ECU)

_>g
Tupe: ECU EDCIE Immo bypass [95320] g
oooooooo ED SE 05 12 38 FF FF 31 36 2D 31 32 2D 30 34 FF .~..8..16-12-04. ﬂ I Load dump I
oooooolo FFROFF 31 37 2D 31 32 2D 30 34 08 10 18 859 00 39 ..17-12-04..... 9
ooooooz0 17 12 04 00 43 54 31 30 33 37 33 37 34 31 30 36 ....CTLO37374106 | Save dump
oooooo3n 42 03 2F 2F 31 30 33 37 33 37 32 36 36 37 FO E3 B. S/l037372667.. | S B L
oooooodn o0 08 05 00 04 24 10 75 Ag 30 32 38 31 30 31 32 ..... .1, 0281012
oooooos0 31 31 39 20 20 00 00 00 16 9C 07 DS 0A 18 FA Bl 119 ... veeews -
oooooosn o0 04 ZA 10 75 A6 30 33 47 39 30 36 30 32 31 41 ..%.,u.03GR080214 |TDggb|mmDDnﬁDﬁ|
oaoooo7o 4z 20 52 34 20 32 ZC 30 4C 20 45 44 43 20 20 20 BE R4 2,0L EDC
oooooosn 20 20 20 20 20 20 37 38 37 31 03 00 00 48 00 00 g i T I
00000090 a0 00 00 00 00 00 00 00 00 00 00 00 00 09 F7 BE cuvevnnnnnnnnas n
ooooo0oAD OO0 D04 24 10 75 A6 30 33 47 39 30 36 30 32 31 41 ..*.u.03G9060=14
QOoo0oEn 42 Z0 52 34 Z0 32 ZC 30 4C 20 45 44 43 20 Z0 20 B R4 Z,0L EDC
ooooooco 20 20 20 20 20 20 37 38 37 31 03 00 00 43 00 00 7871...H..
000oooDo 00 00 00 00 00 00 00 00 00 00 00 00 00 09 F7 6E coveeiencncnnns ol
QO0O00ED 24 F3 CS 72 49 E7 SA CD DA 00 00 00 56 57 5& 43 5..rxl.....0a VWZC
0O0000FD 54 30 30 30 30 30 30 30 30 30 00 -AC Fe 02 F5 55 Z00OO0OOOO0OD. .... u
oooooloo 24 F3 CS 72 49 E7 SA CD DA 00 00 00 56 57 5& 43 g..rl....uus VWEIC &
<] ;I‘I

Irnrnio iz now DRI

The “Toggle Immo On/Off” button allows to switch on/off alternatively the bypass function.

- ECU EDC16 Odometer calculator [95320]

Required license: None
This function changes the odometer value contained into the EDC16 ECU. Just put the new
odometer value and press “Set” button, and then save the dump.

x
Tupe: ECU EDC16 Odometer calculator [95320] ¥
aooooono ED SE 05 12 38 FF FF 31 36 2D 31 32 2D 30 34 FF .+, .8..16-12-04. ﬂ I Load dump I
ooogoolo FFOFF 31 37 ED 31 32 2D 30 34 05 10 15 89 00 59 ..17-l2-04..... 9
aooooozo 17 12 04 00 43 54 531 30 33 37 33 37 34 31 30 36 ....CTlO37374106 | Save dump
oooooo30 42 03 2F 2F 31 30 33 37 33 37 32 36 36 37 FO E3 B. //l037372667.. | S B L
oooooo4n 00 06 05 00 04 2& 10 75 A6 30 32 35 31 30 31 32 ..... *,u.0251012
a0o0oos0 31 31 39 20 20 00 00 00 16 SC 07 DS 04 18 F& Bl 119 ...........
oooooosn 0004 24 10 75 A6 30 33 47 39 30 36 30 32 31 41 ..¥F.u. 0369050214
oooooo7o 4z 20 52 34 20 32 2C 30 4C 20 45 44 45 20 20 20 B R4 2,0L EDC
DO00OOS0 20 20 20 20 20 20 37 38 37 31 03 00 00 48 00 00 7671, . .H.. b
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 09 F7 BE sueeevnvnnnnnns n T
0000000 00 04 =24 10 75 &6 30 33 47 39 30 360 30 32 31 41 ..%.u.0369060214 !2?052 Set
o00000ED 42 20 52 34 E0 32 EC 30 4C 20 45 44 43 20 20 20 B R4 Z,0L EDC
ooooooco 20 20 20 20 20 20 37 38 37 31 035 00 00 45 00 00 i Bt B
00000000 00 00 00 00 00 00 00 00 OO0 00 00 00 00 09 F7 6E c.veennnnennnnn n
O00000ED 24 F3 C5 72 4% EY G4 CD DA 00 00 00 56 57 5& 43 5..rI.....ua VIWZC
aoo0ooFo 54 30 30 30 30 30 30 30 30 30 00 AC Fo 02 F5 55 Z000000000..... o
ooooolon 24 F3 C5 72 4% EY S CD DA 00 00 00 56 57 54 43 5..rl.....s VIWZC &
<] ¥
E nter new adometer value and press button 'Change'

- ECU EDC16 Security access code / Checksum calculato  r [95320]




Required license: None

This function displays the security access code which is contained into the EDC16 unit. It also
calculates and fixes (if some of them are incorrect) the checksums of the EEPROM. Please pay
attention that the checksums are calculated for the area till address 0x180 because after that area
the EEPROM sections are different for each different software version of the EDC16 unit.
Fortunately the most of the interesting data are found in this section.

Dump Tool [ x|
Tupe: ECU EDC1E Secunty access code / Checksum calculator [35320] g
00000000 WD SE 05 12 38 FF FF 31 36 2D 31 32 2D 30 34 FF .*..8..16-12-04. il | Uoad durmp |
00000010 FF FF 31 37 2D 31 32 2D 30 34 05 10 15 89 00 39 ..17-12-04..... g
00000020 17 12 04 00 43 54 31 30 33 37 33 37 34 31 30 36 ....CTL037374108 | Save dump |
Q0000030 42 03 2F 2F 31 30 33 37 33 37 32 36 36 37 FO E3 B.//l037372667.. | Te——
00000040 00 06 05 00 04 2& 10 75 A6 30 32 35 31 30 31 32 ... *,11, 0281012
00000050 31 31 33 20 20 00 00 00 16 9C 07 DS 04 18 FA Bl 119 .uvvnven.ns
00000060 00 04 24 10 75 A6 30 33 47 39 30 36 30 32 31 41 ..%.u. 0369060214 i
DOO00OTO 42 20 52 34 20 32 20 30 4C 20 45 44 43 20 20 20 B B4 2,00 EDC Login | =255

r
00000050 20 20 20 20 20 20 37 38 37 31 03 00 00 43 00 00 7871, . .H..
00000090 00 00 00 00 00 00 00 00 00 00 00 00 00 05 F7 BE weverenernenees n

00000040 00 04 24 10 75 Ac 30 33 47 39 30 36 30 32 31 41 ..*%.n.03G5060214
oooooo0ED 42 20 52 34 20 32 2C 30 4C 20 45 44 43 Z0 20 20 B R4 Z,0L EDC

ooooooco 20 20 20 20 20 20 37 38 37 31 035 00 00 45 00 00 i Bt B
oooooooo 00 00 00 00 00 00 00 00 00 00 00 00 00 09 F7 6E .....eeenennn. n
ooooooED 24 F3 C5 72 49 ET7 84 CD D4 00 00 00 56 57 5& 43 5..rT....... VIWEC
aoo0ooFo 54 30 30 30 30 30 30 30 30 30 00 AC Fo 02 F5 55 Z000000000..... o
ooooolon 24 F3 C5 72 49 ET7 84 CD DA 00 00 00 56 57 5A4 43 §..rl....... VWEC &
<] ¥

Checksums in the file updated! Press the 5 ave button to save the changes

- ECU MED 9.x Reset component protection data [95160]
Required license: ANO09
This function allows viewing and/or changing the component protection data found into the MED9x
with ST95160 serial EEPROM. Into the MED9x there are at least 6 bytes of the component
protection found, or sometimes there are 7 bytes. If there are 6 bytes contained, then the 7" byte
is zero. Please pay attention that for some MED9.1 ECUs the data (security access code and
component protection data) are encrypted and in that case they are incorrectly displayed. You can
recognize whether the EEPROM data are encrypted by trying to put the visualized security access
code to some detail (e.g. ECU or immobilizer)



Tope: ECU MED 9.% Reset component protection data [95160]

00000000 00 97 E5 61 38 FF FF 30 35 2D 30 37 2D 32-39 00 ....5..05-07-29, = ‘ Load durip
0000o00lo FFOFF 30 35 2D 30037 2D 32 39 06 10 18 49 05 47 ..05-07-29...I1.G

00000020 29 07 05 10 37 48 31 .30 33 37 33 37 37 34 33 39 j...7HLO37377439 ‘ Save dump
00000030 02 02 2F 2F 31 30 33 37 33 37 32 .34 39 36 FO &B ..//1037372496.. ‘ L
00000040 01 03 A5 54 69 96 C1 3E 00 00 00 3F 61 1B D4 05 ... FZi..>...%4... REREEES
00000050 E4 37 A8 OB 37 A6 3C 13 00 01l 00 00 00 BC F7T B2 o7 e Tedernnrnnns

00000060 01 03 A5 54 6% 96 C1 3E 00 00 00 3F 61 1B D4 05 ...Zi..5...7a

00000070 E4 37 &8 OB 37 A6 3C 13 00 01 00 00 00 BC F7 BZ 7. 7eerennnnns

Doooooso Component security data __J_fj CZcE

00000090 000

000000AD  Old: | |D4 |5 iE4 |3? |.‘§R8 |B 0k, Z6ED

000000Ed I I L_________J a—_—

000000Co i 3 : CZEE

00000000 T ED |':I |':I ED |D |':I |':I 0oao

000000ED ZEED

0010 00 F 0 ety et oo BT O T B e ey e o

00000100 03 04 8B C8 A1 7B 00 00 00 00 00 00 00 00 00 00 ..... s e =

4] 3|

- ECU MED 9.x Security Code / Checksum calculator [95

Required license: ANOO3

This function displays the security access code which is contained into the MED9x unit with

160]

ST95160 serial EEPROM. It also calculates and fixes (if some of them are incorrect) the
checksums of the EEPROM. Please pay attention that the checksums are calculated for the area

till address 0x280 because after that area the EEPROM sections are different for each different
software version of the MED9 unit. Fortunately the most of the interesting data are found in this
section. Please pay attention that for some MED9.1 ECUs the data (security access code and

component protection data) are encrypted and in that case they are incorrectly displayed. You can
recognize whether the EEPROM data are encrypted by trying to put the visualized security access
code to some detail (e.g. ECU or immobilizer)




Dump Tool 1. x|
Tupe: ECU MED 9% Security Code / Checksum calculator [95160] -
aooooooo 00 87 ES 51 58 FF OFF 50 35 2D 30 37 2D 32 39 00 ....5..05-07-29. = | Load dump
oooooolo FFOFF 30 35 2D 30 37 2D 32 39 08 10 18 49 05 47 ..05-07-29...1.G
qooooozo 29 07 05 10 37 48 31 30 33 37 33 37 37 34 33 39 )...THLO37377439 | Save dump
Qoo0oo30 02 02 2F 2F 31 30 33 37 33 37 32 34 39 36 FO 4B ..//1037372486.. | Eviar Bytes Lt
oooooo40 0ol 03 AS 5& 69 96 CL 3E OO 00 00 3F el 1B Dd 05 ...Z21..%...78...
qoooooso E4 37 A8 OB 37 A6 SC 13 00 01 00 00 00 BC F7 B3 W7 .7 cuvennns
ooooooen 0l 03 AS 54 69 96 CL 3E 00O OO0 0O 3F 61 1E D4 05 ...Z21..= ‘a. T Fﬁg&;
aooooo7o E4 37 A5 OB 37 A6 53C 13 00 01 00 00 00 BC F7 B3 .7..7. <. .vaunn
oooooos0o 02 04 00 00 10 57 56 57 S5A SA SA 35 45 54 36 45 ..., TVWZZZ3CZ6E
oooooo90 30 30 30 30 30 30 56 57 S5A 43 Si 30 30 30 30 30 000000VWZCz00000
Qoo00o0a0 30 30 30 30 57 56 57 SA SA SA 35 45 54 36 45 30 0000WYWZIZEZICZEEQD
0O0000E0 30 30 30 30 30 11 00 00 OO 00 00 00 00 BF F2 A7 00000, . ...0eeeaua
ooooooco 02 04 00 00 10 5% 56 57 SA OSA SA 33 43 SA 36 45 ..., TWWEIZZICZEE
qoooooDo 30 30 30 30 30 30 30 57 5& 45 54 30 30 30 30 30 0000000WZCZOOooo
0O0ooo0ED 300 30 30 30 57 56 57 5A& 54 54 33 43 54 36 45 30 O000WWWEZZSCZeED
QoooooFo 30030 30 30 50 11 00 00 00 00 00 00 00 BF F2 A7 00000, ....veauea
oooooloo 03 04 8B CS A1 7B 00 00 OO OO0 OO OO OO0 0O OO 00 ..... I A T o
<11 _'H

Checksums claculated up to address 02800 Press the Save button ot save the change:

- ECU MED 9.x Reset component protection data [95080]
Required license: ANOO9
This function allows to view and/or change the component protection data found into the MED9x
with ST95080 serial EEPROM. Into the MED9x there are at least 6 bytes of the component
protection found, or sometimes there are 7 bytes. If there are 6 bytes contained, then the 7" byte
IS zero. Please pay attention that for some MED9.1 ECUs the data (security access code and
component protection data) are encrypted and in that case they are incorrectly displayed. You can
recognize whether the EEPROM data are encrypted by trying to put the visualized security access
code to some detail (e.g. ECU or immobilizer)

Tope: ECU MED 3.x Reset component protection data [35080] x
00000000 [0 97 ES 81 38 FF FF 30 35 2D 30 37 2D 32 39 00 ....8..05-07-29. - ‘ Load dump
000000l0 FF FF 30 35 2D 30 37 2D 32 39 08 10 18§ 49 05 47 ..05-07-29...1.G

00000020 29 07 05 10 37 48 31 30 33 37 33 37 37 34 3% 39 )...7HLO3737743%9 ‘ Save dump |
00000030 02 02 2F 2F 31 30 33 37 33 37 32 34 39 36 FO AB ../ 1037372496, . ‘ T
00000040 01 03 A5 54 69 96 C1 3E 00 00 00 3F 61 1B D4 05 ...Zi..>...?a... BERAS
00000050 E4 37 A8 OB 37 A6 3C 13 00 01 00 00 00 BC F7 B2 . 7v.Tedeneeeenns

00000060 01 03 A5 S& 69 96 C1 3E 00 00 00 3F 61 1B D4 05 ...Zi..%...7%a.

00000070 E4 37 AS OF 37 A6 3C 13 00 01 00 00 00 BC F7? B2 .7..7.<eeveeenn.

0ooooosn Component security data . __)5] CZEE

00000020 — 0ooo

00000040 Qg = o 5 g4 |3 laz (B Z6ED

000000B0D !. | | | | ! | | b |

000000Co i ; ; CZ6E

ooopoopo, M 0 Jo o o o o o 0000

000000ED ZEED

000000FD - TSRS A————— s

DOD00LO0 03 04 5B C8 41 7B 00 00 OO0 00 00 00 00 00 00 OO0 ..... B e -

4 I I 13




- ECU MED 9.x Security Code / Checksum calculator [95 080]
Required license: ANOO3
This function displays the security access code which is contained into the MED9x unit with
ST95080 serial EEPROM. It also calculates and fixes (if some of them are incorrect) the
checksums of the EEPROM. Please pay attention that the checksums are calculated for the area
till address 0x280 because after that area the EEPROM sections are different for each different
software version of the MED9 unit. Fortunately the most of the interesting data are found in this
section. Please pay attention that for some MED9.1 ECUs the data (security access code and
component protection data) are encrypted and in that case they are incorrectly displayed. You can
recognize whether the EEPROM data are encrypted by trying to put the visualized security access
code to some detail (e.g. ECU or immobilizer)

-  ECU MED 9.x Reset CRYPTED Login/Component protectio n
Required license: ANO09
The function allows changing the security access code and the component protection data into
MED9.1 ECUs for which the EEPROM is encrypted. As mentioned previously for some MED9.1
ECUs the data (security access code and component protection data) are encrypted and in that
case they are incorrectly displayed. You can recognize whether the EEPROM data are encrypted
by trying to put the visualized security access code to some detail (e.g. ECU or immobilizer).
Changing the security access code and the component protection data into the ECU requires that
the original (encrypted) data are entered. These data can be read e.g. from the
Immobilizer/Instrument if possible and are entered into the “Old” fields. E.g. for Audi RS4 the
MED9.1 ECUs are with encrypted EEPROM, but the login and component protection data can be
taken from the RB8 instrument cluster.



ECU ME 7.x Set component protection data [9P08/9508 0]

Required license: ANO09
This function allows viewing and/or changing the component protection data found into the ME7x

ECUs. Into the ME7x there are at least 6 bytes of the component protection found, or sometimes
there are 7 bytes. If there are 6 bytes contained, then the 7" byte is zero.

ECU ME 7.x Security Code / Checksum calculator [9P0  8/95080]

Required license: None
This function displays the security access code which is contained into the ME7 unit. It also

calculates and fixes (if some of them are incorrect) the checksums of the EEPROM. Please pay



attention that the checksums are calculated for the area only for the first 0x120 bytes because
after that area the EEPROM sections are different for each different software version of the ME7x
unit. Fortunately the most of the interesting data are found in this section.

- ECU EDC15 Immo bypass [24C04]

Required license: None
This function is used to make the so called “Immobilizer bypass”. Bypassing the immobilizer

means that the ECU start the engine even if the immobilizer is not allowing the engine start (e.g.
due to a wrong key or wrong synchronization between the immobilizer and the ECU)

The “Toggle Immo On/Off” button allows to switch on/off alternatively the bypass function.



- Gateway Odometer resetter [95160]

Required license: None
This function resets the odometer value inside the CAN gateway. Actually not all CAN gateways

are containing such value, and this value is not exactly an odometer but is proportional to the
current mileage, and this function sets this value to zero.

- Steering lock VW Passat 6 Security code [68HC908]
Required license: AN0O3 to view security access cod e and ANOQ9 to view component
protection data.
This function displays the security access code contained into the steering column locks of Passat
B6 which are with Motorola microcontroller (the unit can be either with ELMOS or Motorola
microcontroller). The function displays also the component protection bytes by pressing the “Other

data” button”.



- ECU Simos 7 - K-line - Login code [93C76] [93C86]
Required license: ANOO6
This function displays the security access code contained into the engine control unit from
Siemens ECUs (Simos 7x generation which are accessed through K-Line) for petrol engines.
Interesting for these ECUs is that the same ECU can be used through K-Line and CAN, and
depending which link is used the security access code which is accepted from ECU is different.

ECU Simos 7 - CAN - Security Access Code [93C76][9 3C86]

Required license: ANOO3
This function displays the security access code contained into the engine control unit from



Siemens ECUs (Simos 7x generation which are accessed through CAN) for petrol engines.
Interesting for these ECUs is that the same ECU can be used through K-Line and CAN, and
depending which link is used the security access code which is accepted from ECU is different.

- ECU Simos 7 - CAN - Reset component protection data  [93C76] [93C86]
Required license: ANO09
This function allows viewing and/or changing the component protection data found into the
Siemens ECUs (Simos 7x generations which are accessed through K-Line or CAN) for petrol
engines. Into the Simos 7x there are at least 6 bytes of the component protection found, or
sometimes there are 7 bytes. If there are 6 bytes contained, then the 7" byte is zero.



- ECU Simos PPD1x - Reset component protection data

Required license: ANO09
This function allows viewing and/or changing the component protection data found into the

Siemens ECUs (Simos PPD1x generation) for diesel engines. Into the PPD1x there are at least 6
bytes of the component protection found, or sometimes there are 7 bytes. If there are 6 bytes

contained, then the 7™ byte is zero.

- ECU Simos PPD1x - Security Access Code

Required license: ANOO7
This function displays the security access code contained into the engine control unit from

Siemens ECUs (PPD1x generation) for diesel engines.



- ECU Magneti Marelli Security Access Code [95320]

Required license: ANOO3
This function displays the security access code contained into the engine control unit from Magneti

Marelli.

- IPC VDO VW/Seat/Skoda (2007+) CDC3272 [24C32]

Required license: AN0O02 and ANOO6
This function is dedicated to change the odometer inside the instruments clusters from VDO with

Micronas microcontroller. This function works only on microcontrollers which have the mask of the
microcontroller “CDC3272". If the mask is different then this function will not work. Even with the
correct mask it is possible that sometimes you've got and “Error” when connecting the instrument

cluster after changing the mileage.



- IPC - CRYPTO Skoda Fabia, Skoda Roomster, VW Polo, Seat Ibiza [ 93C86 ]
Required license: ANOO6
This function changes the odometer for the Skoda Fabia, Skoda Roomster, VW Polo and Seat
Ibiza which are with encrypted EEPROMSs (year 2007+). Please pay attention that for some of
these models it is also possible to read the mileage also by OBDII but it is different than the read
with a programmer.

- Audi A3/A4/A6 UKNSI 1995-1997 odometer and login code [93C56] — displays the login and
changes odometer. No license required.
- Audi A3/A4/A6 UKNSI 1997-1998 odometer and login code [93C56] — displays the login and



changes odometer. No license required.

Audi A3/A4/A6 UKNSI Japan odometer and login code [93LC56] — displays the login and
changes odometer. No license required.

Audi 100 VDO 1995 odometer [94C46] — changes odometer. No license required.

Golf 3 VDO 1995 odometer [93C46] — changes odometer. No license required.

Golf 3 VDO V3.9 odometer [93C46] — changes odometer. No license required.

Golf 3 Diesel odometer [93C46] — changes odometer. No license required.

Golf 3 Motometer V5.8 odometer [93C56] — changes odometer. No license required.
Polo Motometer odometer [93C46] — changes odometer. No license required.

Polo Motometer 1996 odometer [93C66] — changes odometer. No license required.
Passat VDO 1991 odometer [93C56] — changes odometer. No license required.

Passat VD202 1993 odometer [93C46] — changes odometer. No license required.
Passat GT odometer [93C46] — changes odometer. No license required.

Passat GT odometer [93C56] — changes odometer. No license required.

Caddy odometer [93C56] — changes odometer. No license required.

Corrado VDO 1993 odometer [93C46] — changes odometer. No license required.
Corrado MotoMeter 1991-1995 odometer [93C56] — changes odometer. No license required.
Corrado VDO 1991-1995 odometer [93C56] — changes odometer. No license required.
Jetta 1994-1996 odometer [93C46] — changes odometer. No license required.

T4 MotoMeter 1996-1997 odometer [93C56] — changes odometer. No license required.



